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(57) Abstract 

A personal communications internetworking (40) provides a network subscriber with the ability to remotely control the receipt and 
delivery of wireless and wireline voice and text messages. The network operates as an interface between various wireless (39) and wireline 
(29) networks, and also performs media translation, where necessary. The subscriber's message receipt and delivery options are maintained 
in a database which the subscriber may access by wireless or wireline communications to update the options programmed in the database. 
The subscriber may be provided with CallCommand service which provides real -time control of voice calls while using a wireless data 
terminal or PDA (30). 
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PVP<;nNAf . rOMMUNTCATIQNS INTERNETWORKING 

5 FIELD OF THE INVENTION 

The present invention is directed to an internetwork for personal communications and, 
more particularly, to a network wluch allows a mobile commumcations subscriber to remotely 
control personal commumcations delivery options. 

10 R ACKGROUN n OF THE INVENTION 

The use of nnessaging as a means of day-to-day commumcations continues to grow and 
evolve, particularly in a business context. Messaging includes electronic mail (e-mail)» facsintfe 
transmissions (fax), paging, vokre mail and telephone conrimunK:ations. The introduction of the 
cellular phone and other wireless communications facilitated the advent of the "mobile office". The 
15 mobile office aUows an emptoyee, for example, to work away from the oflBce on a portable 
computer and be in constant touch with the ofiBce via a cellular plK>K. 

The messaging options described above are available to businesses of all sizes, as well 
as individual users, from a variety of service providers. Many offices have some or all of the 
messaging options described above. The office may have certain messaging equipment (referred to 
20 as "consumw premises equipment" or "CPE") connected to one or more wireline networks. That 
is, the office may have telq)boiies, frn servers, and voice mail systems connected to phone lines, 
and computers havipg modeons for c-mail connected to packet networks whfch are competed via 
phone lines. The molnle onptoyee may have certain wireless messaging equipnnent, such as a 
pager, a ceDular tetephone, or a personal digital assistant ("PDA"), whk* is typk:ally a notebook 
25 computer connected to a wireless conmHinicatbn network. 

One itq)ortant goal of personal comnumk:atk)n servk:es is to aUow users to 
comnumicate from ai^here to anywhere at any tinae. Such personal conmunicatk)n services 
gcC^erally involve multqple scrvk» {wovklers inchidtng tocai and k>ng distaix:e telephone conjpanies 
and celhilar telephone companies. An example of a parsonal commnnr>ation servkre is as folbws: 
30 A personal commuiucation service provkJer (e.g., a ceHular telephone company) 

enables traveling users to rent a wireless portable i*one from a rental phoiw company (e.g.» from 
an airline or car rental con?)any). Uang the rental phone, the user is provided with bask: mobile 
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phone service from the personal communication service provide In additioa the user would like 
the following features: 

I) The user wants calls directed to his/her office or home to be automatically forwarded 
to the rental portable phone, without informing anyone that he/she is traveling. 
5 2) To avoid unimportant incoming calls (and corresponding incoming call charges), the 

user would like to restrict the number of people who can call the rented portable phone. 

3) It is inqwrtant to the user that the rental phone features be activated instantly, so that 
calls can be made imn«diately upon the user s arrival at the visiting locatwn. 

This kind of personal communication service involves a plurality of service providers, 
10 These providers are (a) the tocal telephone company at the home locatba (b) a long distance 
telephone company* (c) the local telephone company at the visiting tocation, and (d) the personal 
communication servk:e provider (i.e., the cellular telephone company) at the visiting location. All 
of these are referred to herein as "service providers". 

To enable this kind of personal communicatwn service, involving multiple service 
15 provkiers, interoperaWlity problems among the diflfetcnt service provkiers must be resolved. The 
interoperability problems can be divided into two categories: (a) location tracking and (b) service 
nrumagement. 

The interoperability i»oblem for k)catk)n tracking has been addressed by adopting 
signaling protocols used by the noohile phone industry. Location tracking functions are 
20 implenttnted using two k)catk)n registers. One of the registers, maintained by the local telephone 
company of the user's home kxatton, is caBed the Honoc Locatwn Register (HLR). The other 
register, maintairwl by the k)cal telephone company of the visiting kicattoa, is called the Visiting 
Locatwn Register (VLR). The HLR stores customer profile data and the locatton of the VLR of 
the user. The custoiwr profile ds^ contains important infbrmatwn such as the user's name, 
25 address^ prcfened toug distance carrier, servkx features (e.g., call forwarding and call restrictton), 
billing, and other administratwe related infbrmatwa When the user travels to a new visiting 
locattoaanewVLRiscreatcdinthenewlocatton. A part of the profile data stored in the HLR is 
transmitted and toaded into the VLR such that the service provider at the visiting locatk>n can 
irr?>lcment service feaniies for the visiting user. When the user travels to a new visiting tacatwn 
30 the location of the VLR stored in the HLR is changed to the new VLR kx^ 

the prcvwusly visited locatwn is deteted. The process of creating a new VLR, bading profile data 
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to the VLR, and updating the visiting location of a user in the HLR is called "automatic roamer 
registration". 

The interoperability problem for service management is much more complex than that 
for location tracking. Service management refers to a collection of functions required to enable a 

5 personal communication service user to subscribe to, modify, and activate service features 
anywhere and at any time. Examples of service management functions include phone number 
administration, customer profile data management, service activation, and security administration. 
The phone nun4)er administration function is important for maintaining tte uniqueness of phone 
numbers. The custonaer profile data management function provides customer profile databases and 

10 user interfaces for creating, modifying, or transferring such databases. The service activation 
fimction extracts part of the data specifying service features from the profile data and loads this 
data into physical conuminication systems that process calls. The service activation function also 
controls the activation and deactivation of the service features. The security administration 
function prevents or detects unauthorized uses of services and service management functions. 

IS Service management functions of this type are needed to provide personal 

communication services involving multiple service providers, Such service management functions 
generally require interactions between application software and various databases owned and 
operated by the dififeient service providers. Consider an application which enables a nomadic user 
to subscribe to a personal communication service from any service provider at any location. An 

20 example of such a service is call forwarding to a temporarily rented portable phone. The 
application may, for example, need to perform the foUowing database access operations at 
databases maintained by various dififerent service provide: 
X check credit dfltabflSK owned by credit card companies or phone con;>anies to determine 
whether the user is able to pi^ for the service; 

25 X chodL the customer profile database in the user's HLR to determine whether the user is 
currentfy located in a place other than the visiting location currently stored in the HLR; 
X check the credit and n^work databases of long distance phottt con[9>anies specified by the user 
to determine whether the user can use a paitkular long distaroe carrier in the visiting location; 
X toad profile data into the VLR at die visiting kx:ation and update the HLR with the location of 

30 the VLR if necessary; and 

X load the profile data to the caU processing systenns and activate the service. 
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The user may need to send or receive messages from any or all of the messaging 
options described above at a visiting location. That is. the user may want to receive or receive 
notificaiion of e-maiL faxes, phone calls, or voice mail at a visiting location or to send e-mail or 
faxes from a wireless terminal. The need to integrate these various types of messaging options and 
5 to interconnect the many service providers has, untU now, been largely unaddressed. 

It is also desirable for die mobile eraptoyee to be able to limit the messages sent to the 
wireless messaging equipment, so that only urgent messages are received when away from the 
office and unwanted in-coming calls are avoided. The mobile employee may also wish to route 
certain incoming wireless messages and phone calls to other destinations, such as an office fax 
10 machine or a colleague's telephone. 

Therefore, it is an object of die present invention to provide a mobile service subscriber 
the ability to control and integrate a pluraUty of messaging options. 

It is anodier object of the present invention to provide a mobile service subscriber with 
the ability to remotely control the addressability, routing, accessibiUty. and deUvery of messaging 
15 options. 

It is yet a further object of the present invention to provide an internetwork which 
interconnects messaging services with both wireless and wireline networks. 

It is yet a fiirther object of the present invention to provide a subscriber widi real-time 
control of voice calls while using a wireless data terminal or PDA. 
2Q It is yet a fiirther object of die invention to provide a control over the messages routed 

to wireless ncssaging options. 



25 



30 



«!fT|UMAHYOFTHF.INVENT10?< 

These objects are obtained by a personal communications intemetworic providing a 
network subscriber widi the ability to remotely control die receipt and delivery of wireless and 
wireline voice and text messages. The network operates as an interface between various wireless 
and wireline networks, and also performs media translation, where necessaiy. The subscriber s 
message receipt and delivery options are maintained in a database which die subscriber may access 
by wireless or wireline comrnunications to update the options programmed in tte The 
subscriber may be provided widi CallCommand service which provides real-time control of voice 
calls white using a wiretess data tenirinal or PDA. 
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upipr pirAsmiPTfON OF THE DRAWINGS 

These and other objects and filatures of the invention will become apparent from the 
following drawings, wherein: 

Fig. 1-3 are overviews of the PCI networks; 
5 Fig. 4 is an overview of one node of the PCI network according to the present 

invention; 

Fig. 5 is a block diagram of an exemplary PCI server according to the present 

invention; 

Fig. 6 is a block diagram of an exemplary embodiment of a PCI database according to 

10 the present invention; 

Fig. 7 is a block diagram of the logical connections between the PCI server and PCI 
database according to the present invention; 

Figs. 8-11 illustrate exemplary message ftows between a server and a database 
according to the present invention; 
15 Fig. 12 is a Mock diagram of a personal digital assistant according to the present 

invention; 

Figs. 13-20 illi«rate excin)lary n^ssage flows between a PDA and PCI server; 
Fig. 21 is a btock diagram of a text messaging portion of a PQ network; 
Fig. 22 is a bkx:k diagram of a voice messaging portion of a PQ network; 
20 Fig. 23 is a bkx:k diagram of a facsimile messagipg portion of a PCI network; 

Fig. 24 is a diag ram Hh^g?"»^S ^ eT^rnplary CaUCommand service network; 
Figs. 25-27 Olustnue exemplary noessage flows in the PQ networic; and Figs. 28-45 
illustrate exerr^larysaeras displayed to a POsubscrO^ PDA. 

25 n^An im nFsrRlFnONS OF PREFERRED EMBODIMENTS 

R>r clarity of presentation, the detailed de$criptk)n is set out in the following 
subsectbns: 
L pa Overview 

The overall i^twoiic is illustrated in Rgs. 1*4 The network is an interface between a 
30 plurality of wireless and wirelii« iKtworks, {roviding a subscriber with a variety of wireless and 
wireline message and vok:e delivery and receipt optk>ns. 
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n. ThcPCTScrver 

The pel Server is illustrated in Fig. 5. The PCI server is a peripheral which performs 
messaging and call redirection functions and interfaces with the PCI database to update the 
subscriber profile. 
5 in. The PCI Database 

The PCI Database is illustrated in Fig. 6. The PCI database maintains the subscriber 
profile, controls CallConunand functions, and handles DTMF-based subscriber profile updates, 
rv. The Server/Database Interface 

The Server/Database interface is illustrated in Figs. 7-11. The PCI server/PCI 
10 database interface provides for the transfer of information regarding the subscriber profile and the 
CallConunand services. 
V. The PDA/pa Interfecc 

The PDA/pa interface is illustrated in Figs. 12 - 20. TTie PDA/PQ interface provides 
for the transfer of information between a remote wireless subscriber and the PCL 

15 VI. Services 

A. E-Mail Messaging 

E-Mail messaging in the PQ is illustrated in Fig. 21. The PQ network provides the 
subscriber with a variety of e-mail delivery, receipt, and notification options, including screening 
and selective destination delivery of incoming e-maiL 

20 B. Voice Mcssagipg 

Vok» ricssaging in the pa is illustrated in Rg. 22. The Pd provides the subscriber 

with a variety of voice mail dcfivcry, receipt, and notification opdons, including screening and 

selective destination delivery of incoming voice mail 

C. Facsimile Messaging 

25 Facsimile n^ssaging in the PQ is illustrated in Fig. 23. The PQ provides the 

subscriber with a variety of fecsimiie delivery, receipt, and notification options, including screening 
and selective destination delivery of incoming &xes. 

D. CallGommand 

The CaUCommand servce is ittustrated in Fig. 24. CallCommand service provides 
30 real-time control of voice calls while using a wireless data tenminal or PDA. 
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vn. Message Flows 

Certain message flows for wireless messaging in the PCI are illustrated in Figs. 25 -27. 
The three message flows illustrated are sending a message firom one subscriber to another, 
receiving a riKSsage regardless of whether the subscriber is using a wireless or wireline terminal, 
5 and sending a message to a non-subscriber. 
Vm. The PDA i^lication 

The application residing in the PDA is described in Figs. 28 - 45, which illustrate 
exemplary screens displayed td a PCI subscriber using a wireless PDA. 
DC. Billing 

1 0 Billing procedures for a PCI network use is briefly described. 

X. Conclusion 

A glossary of acronyms used in this specification is attached as Af^ndix A. 



I. pgOveniew 

15 Rg. 1 is a sin^lified overview of a personal communications internetworking ("PCI") 

according to the present invention. A consumer, an oflBce for example, has various messaging 
equipment, such as a voice mail system 20, an e-mail terminal 22, fax machines 24, and telephones 
26. These are all conr»ected to wireline networics 29. For exan?>le, the fax 24. phone 26, and 
vokiemafl system 20 may be connected to a Public Switched Telephone Network (PSTN), part of 

20 which bebngs to a particular local phone service con?)aiiy, and part of which belongs to a 
partKular long distance service provider. The e-mafl temunal 22 may be connected to a data 
packet network, such as Internet, whose padcets are carried over phone lines. 

A molrile comnoumcations subscr&er (for exanf)te an en^loyee who worics at the 
office described above and travels finequentty) has various portable messaging equq)ment. such as a 

25 PDA 30, a celhilar phone 3Z and a pager 34. These are connected to wiretess networics 39. These 
wireless messaging optk)ns may be provided by different servKC provkJers. That is, the cellular 
phone may be coniKCted to a wireless networic of a cellular phone servke provider, the pager may 
be connected to a different wireless network maintained by a pager scrvfce provider, and the PDA 
may be connected to a third wireless commumcatbns network maiittained by yet another service 

30 provider. 

A Personal Commumcattons Internetworking ("PCI") 40 according to the present 
invention is connected between the wireless 39 and wireline networis 29. The PQ 40 permits the 
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mobifc cornmunications subscriber to send and receive messages between disparate networks and 
messaging systen^ and a variety of service providers. The mobile communications subscriber can 
receive e-mail, fax, pages, and voice messages under a single phone number while using either a 
wireless or wireline network. The subscriber may also select the media format and serving network 
5 used to receive messages. The subscriber may also select cross-media notification of incoming 
ress^es, (le., the subscriber may receive notification from a pager message that a voice mail 

message was received). 

The subscriber selects the wireline or wireless network and media format to be used for 
delivering messages or notification of message receipt. The ?Cl 40 will perform a media 
10 conversion to aUow, for instance, an e-mail message to be delivered to a fax server. The PCI 40 
may also include accessibility controls which aUow the user to screen messages by selected criteria 
such as media type (e.g., e-mail fiax, etc.), naessagc length (e.g., voice mail messages less than three 
minutes), or sender (e.g., only n^ssages from the office and a certain client arc to be forwarded); 

For example, the subscriber may have notification of a vokre mail or fax message 
1 5 receipt directed to a wireless PDA in the form of e-mail messages. If the subscriber's wireless PDA 
is not turned on or otherwise not operating, the notification may be routed to an alternate wireless 
or wireline network. Notification to the subscriber that a voice mail message was received may be, 
for exanple, rerouted to the subscriber's pager, and notification that a fax has been received may be 
rerouted to the wireline e-maiL 
20 Fig. 2 is a sin^>lified versbn of the interconnections between various messaging 

systems and a PQ. As shown in Fig. 2, a subscriber provides the network with message routing 
and delivery instructions. These instructions are received by a PQ database 44 and stored in a 
"subscriber profite" for that subscriber. This database controls the delivery of outgoing messages 
and the routing of incoming ncssages and message notification. (In Fig. 2, wireline 
25 commimcatfoos arc indicated with solid line connectfons and wireless communicatwns arc 
indicated with dashed line connectfons. The instructwns to the PQ arc shown with a solid line, but 
as will be cxplaixwl in greater detaU betow, the instructfons may be sent either by a wireline or 
wireless network.) 

The PQ database 44 supports access to information authentk:ating the subscriber's 
30 identity and valkiating the types of services subscribed to, the subscriber's message delivery 
(incoming n«ssages) optmns and origination (outgoing messages) options and voice (telephone 
call and voice mail) options. For origination, the subscriber may select message distribution lists 
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with specific media delivery options. The database 44 also supports access to the portions of the 
subscriber profile that the subscriber may control. 

The subscriber may use a personal telephone number to register at alternate wireline 
and wireless terminals while maintaining use of the message screening and delivery options selected 
5 and stored in a subscriber's profile. This is called "personal mobility". Information about the 
location of a wireless or wireline networic location to which the subscriber's terminal is connected 
automatically registers and deregisters a subscriber's terminal This is called "terminal mobility, " 

Fig. 3 shows the Pa 40. The CPE (voice mail 20, e-mail 22, fax 24, and phone 26) 
are connected to wireline networks 29. The mobile subscriber equipment (PDA 30. cellular phone 
10 32, and pager 34) arc connected to wireless networks 39. Both the wireline and wireless networks 
29, 39 are connected to a PCI 40 at a service provider. The networks 29, 39 are connected to a 
local exchange carrier (LEC) 42 for the personal communk:ations internetworking. 

A PCI database 44 is a physical coninuinicatk)n system which provides call pnxiessing 
functtons for a collection of central office switches. The PQ database 44 includes the nnobile 
15 subscriber's profile, including message sending, nnessage receiving, and servk:e control options. 
The PQ database 44 may be a service conUX)l point or a network adjunct. The PCI database may 
be connected via a servk:e management system (SMS) interface to a servkc integrator 46. The 
service integrator 46 aUows the servk:e provider to update subscriber data and create and modify 
subscriber profiJes. 

20 The PO database 44 {neferably stores and updates the subscriber profiles. The profiles 

contain service related infoimaLk>n for mapping services to subscribers (e.g., screening, routing, 
terminal setection by subscriber selected parameters, custom calling features, and the like); 
subscriber authentication data (e.g., password and user I.D.); user status (registered or not 
registered); g^ieric s^vce profile for non-call associated servkx, such as subscriber address or 

25 social security nunto; specific profile for a non-call servk:c (based on subscriber selected 
parameters); wireless data providers ktentification (e.g., what ccDular phone provider is used); and 
specifc profile for catt associated services (e.g., call forwardiiig), based on user selected 
parameters. 

Fig. 4 is a naore detailed depiction of the one rKxlc 43 of the PCI. The ?Cl has a 
30 plurality of nodes and is prcfaably built on the Advanced Intelligent Networic ( AIN) architecture. 
Other networic architectures may be used, but for ilhistrative purposes, the description is directed 
to an AIN-based network. 
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A pa server 48 is a peripheral which performs messaging and call redirection 
functions and interfaces with the Pd database 44 to update the subscriber proffle. The PCI sei-ver 
may be an AEN Intelligent Peripheral, such as a Bellcore Intelligent Services Peripheral, or a 
network adjunct. The PCI server is connected to a switch 50. In the AIN architecture, this switch 

5 is a Service Switching Point Access Tandem (SSP AT), but may be any suitable switch, depending 
on the architecture. The SSP AT 50 connects wireline networks to the CPE. The SSP AT 50 also 
connects the PCI server 48 with a central ofBce (CO) 52. The SSP AT 50 also connects to the 
SCP 44. The PCI database 44.and the PCI server 48 are directly connected. The LEC of Fig. 3 is 
pait of a large network and includes the PCI database 44, the PQ server 48, and the SSP AT 50. 

10 The PCI database may be connected to an SMS interface to a system integrator 46, as described 
above. 

The PQ server 48 is also connected to various wireless and wireline networks 49 via 
signaling connections in these networks to transmit and receive informatwn for all of the 
messaging options. Dlustraiively, the PCI server provides access to Public Packet Switched 
15 Networks (PPSN), Publk: Switched Telephone Network, (PSTN), Integrated Signaling Digital 
Networks (ISDN), X.25 networks and TCP/IP networics and may include access to asynchronous 
transfer mode (ATM), Switcted Multimegabit Digital Servte (SMDS), and Frame Relay 
networks. 

The mobile subscriber may access his or her subscriber profile to change message 
20 sending, message receiving, and service control options. These optk>n changes are sent to the PCI 
database 44 to be stored in the subscriber profile. Fig. 4 shows, for exampte, a PDA 30 connected 
to the pa server 48 by a wireless network* but the subscriber may also use wireline e-mail, or 
wireless or wircliae tciephor« (using DTMF signals) to access the subscriber profile. The 
messages ftom the PDA, for example, are sent by a wireless network 54 to the PQ server 48 
25 using, fox exanq>k, an X.25 transport. 

DeUvering PCI service to a subscriber who may be present on a number of different 
systems requires storage, nwvcmcnt and caching of the service profile associated with that 
subscr&er. A mobility controller 49, located in the Pa server 48, is a controller and data store, 
whch dynanncally maintains service control informatwn for a Message Transfer Agent (MTA), 
30 described betow, in the PQ server 48, whfch connects the PQ server 48 to wirefcss data networics. 

Data storage fiinctbns are handled by two tiered entities. The subscriber profile is 
preferably k)cated in the PQ database 44 and is the top of the hierarchy where permanent records 
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such as service profile, authentication and validation information, and the like of the subscriber or 
device are niaintained and performing status and location management and mapping are performed. 
A service profile cache 5 1 is preferably located in the PQ server 48 and is a local cache entity 
which stores on a "needs basis" information such as service profiles and validation status and 

5 maintains a local repository for the service recipient. It also administers information necessary to 
serve the wireless data network entity, as well as sending updates to the permanent storage entity 
PQ database. The service profile cache 51 maintains the personal data associated with the 
processing of the mobility controller 49. The mobility controller 49 interacts with the PCI 
database-based subscriber profile (or third pany data base) on behalf of the cache to obtain service 

10 profiles and location information related to wireless terminals. 

PCI may also provide directory services as a value-added component. The X-400 
MTA can query a tocal directory serving agent in the PCI server 48 for addressing and routing 
information. If the information is not local, the PCI server 48 will need to get the addressing 
informatk>n bom another PQ server 48 at another PQ node or an interconnected private directory 

1 S serving agent whkh maintains a separate infontnation base. By using the existing standard, the PCI 
network and mail PQ servers message handling can independently manage the networks without 
interfering with the PQ service. 

m TTiePCISeryyr 

The PQ servo* is a peri|Aieral whkh performs messaging and call redirection functions 
and inter&ces with the PQ Database to update the subscriber (vofi3e. The PQ server performs a 
variety of fiioctions. Far example, an illustrative PQ server 
X is an X.400 Gateway; 

X routes messages usipg the X.400 messaging protocol; 
X connects proprietary messaging {votocols into X.400 protocol; 
X interfaces with wireless data networks; 
X interfaces with messaging systems; 

X interfaces with the PQ database to access subscriber profiles iitformation; 
X processes messages as specified by the user b the service profile; 
X provides media conversion such as text to fax or fax to text; 

X provides access to an X.500 directory to determirte addressing schemes for packet 
data; 



20 
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X supports signaling between wireless data networks for raanagement fiinctions such as 

registration; and 

X maintains a service profile cache. 

5 Fig. 5 is a detailed illustiation of a preferred embodiment of a PQ server 48 according to the 
present invention. The PQ server 48 includes three main elements: a call processor 1 10. a data 
messaging peripheral 1 12, and a shared disk memory 1 13. 

The call processor 110 comprises a plurality of interconnected computers. The 
messaging pwipheral 1 12 maybe implemented by a computer such as a DEC XAP systenx 

JO The call processor 1 10 includes a PCI applications server 1 14. The application server 

is the central decision making point of the wireless messaging service described below in Section 
VI. Thus, the server 1 14 controls nnessage routing, screaiing, and notification for the wireless 
messaging service. 

The application server 1 14 is connected to a PDA protocol handler 1 15. The protocol 
15 handter is the interfiHx to the wireless ne^vork 54, for exampte the RAM wre This 
handles messages to be sent to and ftom the subscribers PDA 30. A plurality of personal digital 
assistants (PDA) 30 are connected to the wireless network 54. 

The application server 1 14 also manages a PQ database protocol handler 126. The 
protocol handler 126 is the interface between the call processor 1 10 and the Pa database 44. The 
20 application server 114 also manages a Service Profile Cache 51. The Service Profile Cache 51 is 
maintainedinthenieinoiyoftheapplicatiDnscrvcrlR The cache 5 1 stoics a subset of the data in 
the subscriber profile stored in the pa database 44. This subset is subscriber profile information 
which currently needs to be accessed ftcquently by the pa server 48. 

The Service Profile Cache 51 stores and accesses data related to access systems such 
25 as wirefcss data providos and messaging services, and subscriber location. The Service Profile 
Cache 51 may store and update data related to the subscriber tocation such as routing address for 
subscribers specific wireless terminals; store and updates services related data for a partk:ular 
terminal type (such as unir or bi- direction); maintain a list of the subscribers wireless data provides 
and message services; track the subscribers terminal status (registered or not registered); provide a 
30 generic servk* profile for non-caU messaging service; and provkle a specific profile for a non-caU 
associated service based on subscriber selected parameters. 
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The application server 1 14 also manages the registration status of each application on 
each PDA 30 and controls customer profile information via each PDA 30. 

The call processor 110 also includes an IP Functions Server 130. The IP Function 
Server 130 manages CaDCommand applications. This server is also connected to the PCI database 
5 protocol handler 126 for communication with the PCI database 44 and the PDA protocol handler 
115 for communication with the wireless network 54. The PCI database protocol handler 126 
handles both interfaces between the PCI database and the PCI server, as described below. 

Thus, the two main application servers in the call processor 1 10 arc the IP Function 
server 130 for CallCommand applications and the PCI applications server 114 for wireless 
10 messaging services. 

The call processor 1 10 also includes a plurality of communication interfaces. The 
protocol handlers 1 15 and 126 have already been discussed. The alphanumeric paging server 
(APS) 132 gives the call processor 1 10 tte alnlity to provide alphanumeric paging services. The 
APS 132 includes one or more modems to communicate with terminal equipment of a network 
15 134 maintained by a paging service provide. The APS comouinicates with the paging service 
provkler using, for example, the TAP protocol (Tetocator Alphanumeric Protocol). 

The call processor 110 also includes a plurality of control processes whk:h control 
peripheral equipn«nt external to the caB [rocessor 1 10. Ttese controllers are as follows: 

A n^ssage controller 136 controls the data messaging peripheral 1 12 and controls the 
20 sending of nnessages between the call [TOcessor 110 and the data peripheral 112. 

The mobili^ oontroU^ 49 comprises the PCI database protocol handler 126, the IP 
functk)n server 130, the servk:e profile cache 51, and the Pd ^licatk)n server 1 14. The mobility 
manager ptovkles control togk for user authentication, servk:e request validation, k)catk)n 
manageoKiit, user access to service profile, access registration, and communication management 
25 such as routing U) user-specified destinatx)ns. The mobility controller 49 contains the service logic 
and handles service related processing for personal data and service access such as senice feature 
analysis; access system niapping relatk>nshq> informatbn; identity nuuiagement; subscriber 
va}v1atk>n and authentk:atk>n; billing information based on the subscriber, wireless data specific 
routing information for message delivery and subscriber paging; subscriber service validation; and 
30 subscriber review and nxxlification of the subscriber's profile. 

A transaction controller 150 controls a switch controller 152 and a voice peripheral 
controller 154. The switch controller 152 controls the digital switch 156 whth connects to the 
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pubhc switched telephone iretwoik 58. The voice peripheral controller 154 controls the voice 
peripherals 160. which are for example text-to-speech conveiters. 

The switch 156 and the voice peripheral 160 are also connected by a Tl line 16 1. The 
digital switch 156 is connected to the public switched telephone network by a plurality of 
5 transmission media such as Tl lines 162, fax lines 163, and ADSI lines 164. 

The data messaging peripheral 1 12, which is optional, is now discussed in greater 
detail The data messaging peripheral is the gateway to the wireline electronic mail network, which 
network is designated 170. The data messaging peripheral has a message transfer agent 158 for 
transferring messages between the call processor 110 and the data networks 170. 54 either directly 
10 or through the PDA protocol handler 1 15. The messaging peripheral 1 12 also includes a POP 
(post ofiBce protocol) server 190 and associated memory 192 for providing a message storing 
capability. Tl» msssage directory 194 is used for storing a subset of servk« profile cache 51 
relating to the routihg of e-mail messages. 

The msssaging perii^ral 112 includes the message gateway 140. The message 

1 5 gateway 140 has the fbUowing capabilities: 

1) Notifying the PQ application server 1 14 in the call processor that e- 
mail has arrived fix>m the wireline e-mail network 170 for a subscriber. 

2) Accept a request from the PQ application server 1 14 to send an e-mail 

nessage to a wireline address. 
20 3) Accept a request from the application server 1 14 to provide all unread 

messages stored in the server 190 which would have been sent to a primary destination if the 
subscriber had been registered. 

4) Accept a request from the applk»tion processor 1 14 to rewrite to the 

message store server 190 or back to the sender. 



25 



30 



Using the caU processor 110 and its associated peripherals, a wide variety of servKcs 
maybeperforawL These have been discussed above brie% and are described in dctaU in Section 
VI below. However, to understand how the caU processor 1 10 operates to provkle these services, 
some exemplary descriptions for certain services is provided. 

For example, when a wireline e-mail message arrives at the PQ server's Data 
Messaging Peripheral 112. the messaging gateway 140 and messaging Controller 136 send 
notificatwn to the pa application server 1 14 of the e-mail anivaL Tlie PQ applicatfon server 1 14 
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will query the profile cache 51, or if necessary, the PCI database 44. Driven by data in the 
subscriber's profile, the PCI application server 114 executes service logic to detemiine where to 
forward the e-mail (i.e., forward to PDA 30 or to POP server 190 depending on screening 
outcome), and what media, if any, to use to send notification of the e-mail arrival. 
5 For another example, when a CallCommand call arrives at the PCI server 48, the 

procedure is as follows. The switch controller 152 and transaction controller 150 forward the call 
to the IP Functions Server 130 based on the dialed number. The IP functions 130 sends a 
provide^instructions 1 129+ n^ssage to tte PCI database 44 to determine how to handle the call. 
The PC database 44 and IP functions applications servers 130 begin a conversation of messages 
10 which perform a sequence of functions which play an announcement to the caller, send notification 
to the PDA, etc. When a response arrives from the PDA 30, the IP functions server 130 forwards 
the response to the PQ database 44. The PQ database 44 will then direct IP ftinctions server 130 
to forward the call to a routing number and/or play a synthesized message to the caller. 

If a subscriber wishes to update the subscriber profile by DTMF. the procedure is as 
15 follows. A call arrives at the PCI server 48. The switch controller 152 and transaction controller 
150 forward the call to the IP ftinctions server 130 based on the dialed nunijer The IP functions 
server 130 sends a prx>vide.instnictions 1 129+ nMssagc to the PCI database 44 to determine how 
to handle the call The PCI database 44 sends a request to play an announcenraent and collect digits 
("please enter PIN", collect PIN). The DP ftinctions server 130 returns the result of this request to 
20 the PCI database 44. Again the PCI database 44 sends a request to the IP ftinctions server 130 to 
play an announoenKnt and collect digits ("voice menu", menu selection). The IP ftinctions server 
1 30 returns the result of this request to the PCI database 44. 

This process repeals as users are guided through menus and change profile elements. 
The pa database 44 interprets the collected DTMF tones and updates the subscriber's profile 
25 accordiiig^. 

When a PDA 30 sends an e-mail message addressed to a wireline address the 
pix>cedurc is as fi)Ik)ws. The PDA 30 sends a UDP send_mail message to the PQ application 
server 114. The PCI application server 114 detects the message is not destined tot another PCI 
subscriber ard ft)rwards the request to the nncssaging controller 136, which forwards it to the 
30 messaging gateway 140 which is in the Data and Messaging Peripheral 112. The messaging 
gateway 140 interfeccs with the NTTA 158 to send the e-mail to the wireline network 170, using, 
for cxmtpte, the S 'mpk Messaging Transfer Protocol (SMTP), 
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The PO server 48 may be based, for example, on either an X.400 MTA or an SMTP 
router and can convert between both protocols. The PQ server 48 may receive text messages 
from a variety of different text messaging systems such as Intemei maiL third party messaging 
systems, or proprietary messaging systems. In the example where PCI routes messages using an 
5 X.400 MTA. these riKSsages must be converted to conform with X.400 protocol before they can 
be routed. Thus, an exemplary messaging gateway is an X.400 gateway, which can be designed 
and built by a person of ordinary skill in the art. 

IL ThgPTT Database 

pQ Database 44 maintains the subscriber profile, controls the Call Command 

functions, and handles DTMF-based subscriber profile updates. 

The PCI database arctotecture shown in Fig. 6 comprises several application and 
support components. The application components include Multiple Services Application Platform 
(MSAP) 202; Service Provisioning and Creation Environment (SPACE) 204; and Data and Report 

IS Subsystem (DRS) 206. 

The service components include the Maintenance and Operation Console (MOC) 208; 
the Intelligence Peripheral Interface (IPI) 210; the Generic Data Interface (GDI) 212; the Service 
Network Interface (SNI) 214; and the Data and Report database (D&R) 218. 

The service nctworic inierfece (SNI) 214 provides a communication interface to 
20 external systems such as switch 50 and pa server 48. These interfaces include the IPI 210 and 
GDI 212 which connett the pa database to the pa server via the TCP/IP network 213. The 
GDI 212 is used for uptoading and downtoadiiiga subscriber profik to the pa servCT The IPI 
210 is used for transmitting rXTMFcoinmands torn a user v^ For redundancy, 

each intelligem periphend interfiioe (IPI) and generic 
25 requires two logical connecttons to the pa server. 

The Mukipfc Scrvkxs AppScation Platform (MSAP) 202 includes a call processor 220. 
a first caU process request (CPR) database 222. an MSAP common 224. a shared memory 226, 
arc? a call contact database (CCDB) 228. Hie call processor 220 recewes messages from and 
sends messages to a message distributor 219 in the SNI 214. The message distributor determines 
30 whether the message received from the can processor 220 is to be sem to the IPI 210 or the GDI 
212. TlKcaUprocessorieceivesmessagesfromthemessagedistributorandsendsthemtothef^^ 
CPR database, the CCDB 228. and/or the shared memory 226. The first CPR database 222 stores 
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the subscriber profiles. The MS AP 224 connects the first CPR database 222 with the second CPR 
230. which resides in SPACE 204. MSAP common 224 updates one of the CPR databases 222. 
230 when changes have been nude to the other CPR database. The CCDB 228 is a temporary, 
dynamic storage for storing subscriber profiles, and related data during profile update procedures. 
5 The shared memory 226 allows different processors to use the sane data. 

SPACE 204 is a service provider-operated module through which new PCI database 
applications are created and new subscriber profiles are initiated. SPACE 206 includes the second 
CPR database 230 which contains the identical information as the first CPR database 222 in MSAP 
202. When a new subscriber profile is to be created, a service provider uses a display terminal 232 
10 in SPACE to provision a new service profile including certain subscriber information. The 
subscriber profile is activated through MSAP when the user initially registers. Service provider 
changes made to the second CPR database 230 are transmitted to the first CPR database 222 in 
MSAP via the MSAP conunon 224. Changes made to the second CPR database 230 by a service 
provider are not transmitted to the service profile cache SI in the PQ server 48 until a later time. 
1 5 That is, the PQ database 44 does not send data to the PCI server 48 unless requested by the server 
48. The server profile cache 51 will be updated with this new information the next time the PCI 
server 48 requests a profile downbad« fi^r instance when the subscriber next registers. SPACE 204 
provides a function parallel to the Service Management System described above. 

The Data and Report Subsystem (DRS) 206 collects dau about the PCI database 44 
20 usage which may be he^fiil to the service inovidcr. For exanq>le, errors made by the subscriber 
when updating teaser profile are noted The types of alterations made, times such alterations are 
nriade, and the like are also stoied for fiituie use by the 

MOC 110 is a network maintenance support system which monitors the status of the 
network and checks for system feiluies and the like* 
25 When a subscriber wishes to update the subscriber profile using a PDA 30« the 

procedure is as foltows. The PDA 40 conumimcates with the PCI server 48. The PCI server 48 
sends a GetData message having a "Servk:e Key", whk:h is a preferabfy a ten digit PQ subscriber 
nutttotr (e.g., a tetephone nunter), to the PQdatabase 44 over the GDI 212. The GDI 212 
Delates the GetData message iitto a format understandaUe by the PCI database 44. The message 
30 is sent through the imssage distributor 219 and call processor 220 to the first CPR database 222 
where the subscriber profife reskles. The Servkre Key is used to obtain the correct subscriber 
profile and the profile is sent through the call processor 220 to the message distributor 219. The 
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oKssage distributor determines that this message is to be sent to the PQ server 48 via the GDI 
212 (The reason for this is discussed below.) The GDI 212 translates the data into a format 
suitable for the TCP/DP network and is transmitted to the PCI server 48. The requested changes 
are perfomwl in the PCI server 48 and the updated profile is sent back to the PCI database 44 
5 through the TCP/IP network, the GDI 2 1 2. message distributor 2 19. caU processor 220 and to the 
first CPR database 222. The call processor 220 also sends a message through the GDI 212 to the 
pa server 48 which will be sent a wireless transmission to the PDA 30 acknowledging the 
subscriber profile update. The changes arc also sent to the MSAP common 222 where they are 
sent to the second CPR database 230 in SPACE 204. 
JO During this process, information may be temporarily stored in the Call Contact 

Database (CCDB) 228. The CCDB database 228 provides temporary storage for subscriber 
profile updates that are suspended because ttey are waiting for action by a subscriber or waiting for 
data from an external systeia such as the PQ server 48. During the time intervals between action 
by the user or delays in receiving data bom an external system, the call processor 220 stores the 
15 information in the CCDB database 228 and processes other calls. 

When a subscriber desires to update his or her subscriber profile using a touch tone 
phone, the procedure is as foltows. The subscriber calls, for example, a service number provkled 
by the seivice provider. The caU is routed to the PQ setver 48. The PQ server 48 sends a 
RKSsage to the pa database 44 via the DPI 210 that the DTMF commands are present. The 
20 iiKssage is sent through the oKssage distributor 219 to the call processor 220. The appropriate 
subscriber profile is retrieved from the first CPR database 222 in the MSAP 202. 

The call processor 220 instructs the PO server 48 to play a voice announcement 
instructing the calkr to enter the subscriber ID and password, by pressing the appropriate digits on 
the touch^ooe phone. The information is entered by the caller, and the Pa database 44 vaUdates 
25 this infomaiioa If the validation determines that the caller is an authorized subscriber, the Pa 
database 44 instructs the Pa server 48 to ask the subscriber to select whkA subscriber profile 
informatwn is to be modified. Only two fieUs are modifiable using DTMF messaging: changing a 
wireline registration or recording a personalized greeting. Tte subscriber selects cither registering 
at a wireline phone or recording a personalized greeting. If wircBne registratbn is selected, the 
30 pa database 44 instructs the pa server 48 to pronopt a ten digit telephone nuir4)er 

incoming calls will be routed. If the subscriber selects to record a personalized greeting, the Pa 
database 44 instructs the pa server 48 to prompt the subscriber for a new greeting. 
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If invalid information is entered at any time, the PCI server 48 plays an error message 
to the subscriber and the subscriber retries the modificaiioa If the retry fails, the call is terminated. 
Otherwise, the subscriber's profile is updated according to the modification, data synchronizing the 
messages are sent to the PQ server 48 and the call processor 220 instructs the PQ server 48 to 

5 inform the subscriber that the PCI service profile was updated 

The call processor 220 also sends a message through the message distributor 219 to 
the GDI 212 and to the PCI server 48 which updates the service profile cache 51 in the PCI server 
48. The changes stored back in the first CPR database 220 are sent to the MSAP conunon 224 
where they are sent to the second CPR database 230. Note that DTMF function signals, which use 

10 the 1 129+ protocol are routed dirough the EPI 210 and the subscriber profile data, which uses the 
GDI protocol, are routed dirough the GDI 212. 

IV. Thg PCI Server/Database Interface 

The interfece between the PQ server 48 and the PQ database 44 is based on two 
15 prtJtocols. The first protocol is 1129+. This protocol wffl be used to support the PCI Call 

Command feature and for subscriber initiated profile manipulatbn using DTMF. The second 

protocol is Generic Data Interfece. The GDI is used for subscriber profik management. 

specifically downloading a subscriber profile from the PQ database 44 to the PQ server 48 and for 

inlying updates to the profile stored in the PQ database 44. 
20 Rg. 7 shows the logical links ftom the pa database 44 to the PCI server 48. ThePQ 

database 44 consists of a mated pair of PQ databases 44a, 44b, each containing Uiree call 
processors 220 which each share the load. The links 250 are TCP/IP links between Intelligent 
Periplwal Intofece (XPI) 210 and the Generic Data Interfece (GDI) 212 processors on the PQ 
database 44 to the PCI server caU processor. Two togical connections arc made from each IPI 2 10 
25 and GDI 212 processors to the PQ server for redundancy. Thus, a fiill SCP configuratfon 
supporting pa wouU preferably require 24 togical links, as shown in Fig. 7. The PO database 
initiates the openii^ of the togkal links. 

la this illustrative endxxlinent d»e CallComniand feature emptoys the 1 129+ protocol. 
For the vraelessiirssaging feature, pa uses the GDI protocol "njc GDI tag IDs assigned for the 
30 pa subscriber profile eleraents are provided in Appendix B. 

Appendix B also shows the Pa profile data, including the profile elements, their data 
types, raaximim lengths, and GDI tag IDs. An * indicates etenwtts whkh were shortened to 32 
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iTytcs because of GDI byte limitations. The description of the types and lengths of these elements is 
as follows: 

dN BCD-encoded digits. The number N represents the maximum number of BCD digits, 
not octets. 

5 cN Up to N ASCn characters. 

cN Binary integer N bytes in length, in network byte order (highest order bit transmitted 
first). 

Because the portion of the PO subscriber profile downloaded to the PCI server is large 
(preferably approximately 1,(XX) bytes), and a maximum Transaction Capable Application Program 
10 (TCAP) message size is 256 bytes, the profik must be managed in segments. The service profile is 
divided into six segn^nts as shown in Table I. Each segment is assigned a unique numeric 
identifier. 



pa Profiie Segment 


Segment ID (dedmal) 


Personal data 


1 


CC service profile 


2 


E-mail routing 


3 


E-mail sul^ea screening 


4 


E-mail from screeoing 


5 


Voice mail profile 


6 



Certain data in a subscriber profile provides a subscriber's prefixed media for ofiessages 
delivery atidnotificatioa. The encoding for these types are given in Tabk 2. 
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Media Type 


Code 


AlphanuiiKiic Pager 


A 


E-mail message store 


S 


Fax 


F 


PDA 


P 


Voice mail 


V 


Wireline e-mail 


E 


NuU 


Z 



For example, if ihe subscriber prefers to receive e-mail which passes screening via the PDA 30, 
then the "primary destination one" profile eten^nt will contain a "P'. 

Rg. 8 illustrates a n^ssage flow for profile retrieval using the GDI protocol A 
subscriber attempts to register with the PCI server either explicitly or in?)licitly (registration is 

5 discussed in detail below). The Pd server 48 send a GDI GetData query to the PCI database 44 
over one of the GDI links (line 260). The PQ server 48 may send one GetData data query for 
eachPa profite segment. Each query will be processed by PCI database 44 as an independent 
transaction with a unique TCAP transaction ID. Each GetData queiy sent by the PCI server 48 
will include a "Service Key" parameter which is a ten-digit PCI subscriber number (e.g., a 

10 telephone nuniscr). This key shoukl be used by the PCI database 44 to identify the subscriber. In 
each GetData is a list of tag IDs listed in the profite elements to be retried The PQ database 44 
responds to the GetData data query with a GetData response (line 262). The response contains a 
return code and data for each element requested in the GetData data qu^. 

Rg. 9 provides a message flow between die PQ server 48 and die PCI database 44 for 

15 a fTOfile update originating ftom a wireless PDA 30. This wireless profile update uses the GDI 
protocoL A subscriber performs a profile manipulatk>n acthdty. and the PDA 30 sends a profile 
data nKssage to the PCI server 48. The PCI servw 48 sends a GDI SeiKiData query to the PCI 
database 44 over one of the GDI links (line 264). The PQ server 48 may seiKl one SendData 
query for each PQ profile segment for whkrh a profite etement was updated Each query will be 

20 processed by the PCI database 44 as an independent transaction with a umque TCAP transaction 
ID. 
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Each Sold Data query sent by the PCI server 48 will inchide a "Service Key" 
paranKter which is- the ten digit PQ subscriber number. This key should be used by the PCI 
database 44 to identify the subscriber. Each SendData query contains a list of tag IDs provided in 
Appendix B and data for the profile elements to be updated. Not all tags in this segment may be 
5 included in the SendData query; only those profile elements which are actually updated by the 
subscriber will be sent. The PCI database 44 should not update data for which no tag was included 
in the SendData query. 

The pa database 44 responds to the SendData query with a Send Data response (line 
266). The response contains a retum cocte for each element requested in the SendData query. 
^Q Fig. 10 is an illustrative example of one possible CaUCommand message flow between 

the PCI server 48 and the PCI database 44. (CallCommand is discussed in more detail in section 
VI D.) The exact call flow for CaUCommand depends upon the implementation of the service 
logic by the service designer, and upon options selected by the CaUCommand subscriber. The 
CaUCommand fiinctions illustratively use the 1 129+ protocol and the IPI 210 (see Figs. 6 and 7). 
j5 As illustrated in Fig. 10, a CaUCommand caU anives in the PQ server 48. The PCI 

server 48 sends a provide_instructions query to the PQ database over one of the 1 129+ links (line 
268). A TCAP transaction ID is ^lerated for the query. The dialed number digits parameter 
contains the personal numbers of the PQ subscriber (Le.. Service Key). The ANI digits contain the 
automate number identification, if any, of the caUcr (ANI is a telephone network capability). The 
20 pa database sends a 1129+ send_to_resource command to the PQ server 48 to play an 
announcenwit and coUect digits (line 270). The Pa server 48 plays the announcement, coUecis 
the digits, and sends arcsponse containing a return code and the digits coUected (line 272). 

pa database 44 sends a 1129+ play^application command to the Pa server 48 to 
notify the PDA 40 of the incoming caU (Une 274). The PQ server 48 responds: with a retum code 
25 and a destination nuirfjer (entered by the subscriber at the PDA 30) to which the caU is routed (line 
276). The Pa database 44 sends a 1129+ switch_to_resource command to the PQ server 48 
instructing the PO server 48 to route the caU to a destination number (line 278). The Pa server 
responds with the retum code executing that request (line 280). 

Fig. 11 is an iUustratWe example of one possibk message flow between the Pa server 
30 48 and the pa database 44 for a DTMF profile manipulation message. The DTMF profile 
manipulator uses the 1129+ protocol through the IPI 210. The exact catt flow for DTMF profile 
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manipulation dqjends upon the implenrientaiion of service logic by the service designer, and upon 
options selected by the PQ subscriber 

As shown in this illustrative example, when a call arrives at the PQ server, the PCI 
server sends an 1129+ provide.instructions query to the PCI database (line 282). The called 

5 number contains a dialed number (i.e., the service number for a DTMF updates), while the AMI 
field contains the AMI, if . The PQ DTMF profile manipulations Call Process Request CPR is 
triggered by the dialed service number. The CPR 222 instructs the PCI server to play 
announcenxnts and collect digits, guiding the subscriber through voice menus and prompts (lines 
284, 288). The PCI server responds to each request with digits collected (lines 286, 290, 294). 

1 0 The CPR updates subscriber's profile with data collected via DTMF. 

V. PDA/Pg Interface 

Communication between the PDA and PCI use, for exampk, an X.2S transport using 
the UDP IP protocol. A brief discussion of tte PDA struaure is provided. The PDA 30 is 

15 preferably a notebook or palm top computer having a wireless network inter&ce. The PDA may 
be, for example a Hewlett Packard Omnibook 300 notebook computer running a PCI application. 
Fig. 12 illustrates an excn5)lary PDA. The PDA 30 has a central processing unit 295 connected to 
a bus B. The central processing unit ("CPU") 295 perfonnis most of the computing and logic 
fimctbns of the PDA 30. A memory 295 is connected to the bus B, which stores infonnatk>n to be 

20 provkied to the CPU 295 or otherwise used by the PDA 30. An ii^)ut/output device 297, such as a 
keyboard* is also connected to the bus B whkh allows a user to input data for storage in memory 
296 or for use by CPU 295. A display 298 is conoected to the bus B. The PDA 30 also has a 
wireless commuiiicatk>n ioter&oe 299 for conimiinirark)n with a wireless coxnmurucation wtwork. 

The PDA/PQ intei&oe invohres six types of message flow. These messages are: (I) 

25 registtatk>n/detegistiatk>ii; (2) wireless messaging; (3) retrieving E-Mail; (4) cross*media 
notification; (5) CaUCommand; and (6) profile management. 

There are two types of registratH)n and deregistratu>n: e:^lk:it and in^Ucit. Explicit 
registratk>n occurs when a PQ subscriber staits the PQ application software on the PDA 30 (this 
is caDed stait-up registratk)n) or when the subscrber cikks a status check button or one of the 

30 service iegistratk)n request buttons on the PDA 30 either for the CallCommand or wireless 
messaging service. Once successfiilly registered, if the subscriber's profile is not already present in 
the servk:e profile cache 51 maintakicd by the PQ server 48, the PCI server 48 will request a 
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download of the subscriber's profile from the PQ database 44 to the service profile cache 5 1 . The 
pa server 48 sets "the subscriber's registration status in the cache 5 1 to match those requested by 
the subscriber for the wireless messaging service for the caU command service. 

Rg. 13 illustrates one example of the message flow between the PDA 30 and PCI 
server 48 during explicit registration. This fbw is also used by a subscriber to check registration of 
CaUCoramand or wireless messaging services. A subscriber starts the PQ appUcation software on 
the PDA or clicks the service status check, CaUCoramand registration, or wireless messagmg 
registration buttons on the PDA. The PDA sends a registration request to the PQ server 48 with 
the subscriber's validation information (subscriber ID and password (line 300)). The PDA 30 also 
starts a timer during whk:h the PDA 30 wiU wait for a response from the PQ server 48. The PCI 
server 48 server receives the registration request and checks if the subscriber is provisioned and if 
the subscriber ID and password are correct. The PQ server then sends a registration 
acknowledgement (line 302). If the subscriber is not provisioned, no servk:e profile exists and the 
acknowlcdgcnent includes an "unrecognized subscriber " response. If the subscriber ID and 
15 password are invafid, the acknowledgement includes an "incorrect password«>IN" response. 
Otherwise, the PQ server acknowledgement includes a "success" response. If the PDA 30 does 
not receive an acknowledgement from the PQ server widiin a predetermined time, it aborts the 
registration attempt and tells the subscriber to try again later. 

Implicit registration automatcally registers a subscriber for the wireless messaging 
20 servk* when the subscriber is currently r»t registered and wishes to send or fetch 

toaPDA30. IraplKitregistnitk)nisdoneasfoIk)ws. The PQ server receives a fetch or send 
requestfromasubscriberwhoisnmregisteredforthewirelessmessagingser^ ThePaserver 
48 retrieves a copy of the subscriber's servk* profile from the pa database 44, if neoess^ 
validates the subscribers ID and password. The Pa server 48 validates the profiks contents to 
25 rnake sure that subscriber rnay use the wirekMB messaging senrioe. If wireless messaging is 
permitted, the PO server 48 processes the request. Otherwise, it sends an acknowledgement 
indkaiing the reason why the subscriber is not permitted to use the wirekss messaging servce. 
TherrEssageflowisthesarocasilhistratedinRg. 13. 

Once the subscriber is registered for either the CaDCommand service or the wirekss 
messaging servk*. the subscriber remains registered unttt the subscriber expBcitly dcregistcrs by 
either quilting the appbcatwn or cBcking the deregistratkm button on the PDA 30. The subscriber 
can also be implkAly deregistered for the wiretess messaging servi^ 



30 
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tte pa did not detect any wireless messaging activities to or from that subscriber for a given 
duration of tims. Although the subscriber is deregistered, the subscrfcer's service profile will 
remain in the service profiBe cache 51. The profile remains in the cache as long as the PCI server 
has some activity for the subscriber, such as incoming e-maU messages within a predetermined 

5 tine, such as four hours. 

No PDA-to-Pa server messages may be sent be the subscriber to inplicitiy register for 
CallCommand. thus, a subscriber should not be inplicily deregistered from this service. ImpUcii 
registration and dercgistration occurs only for tte wireless messaging service, and not for 
CallCommand. A subscrflxr remains registered for CallCommand as long as he or she is running 
10 the CallCommand software a^lication on the PDA. 

Explicit deregistration occurs when a subscriber quits the PCI application software on 
the PDA (this is called exit deregistration) or when the subscriber clicks one of the service 
deregistration request buttons on the PDA for the CallCommand or wireless messaging services. 
Rg. 14 is an illustrative emboi&nBnt of a message flow between the FDA 30 and PCI server 48 for 
15 explicit deregistratioa A subscriber quits the PQ application software on the PDA or clicks a 
deregisUTition button on the PDA. The PDA 30 sends a deregistiatwn request to the PQ server 48 
with the subscriber's validation information (the subscriber ID and password) (line 304). The PDA 
30 also starts a timer during which the PDA will wait for a response from tte PQ server 48. The 
pa server 48 sojds an acknowledgement (fine 306). The Pa server 48 receives the deregistration 
20 request and checks if the subscriber ID and password are conea. If the subscriber ID and 
passwoixl are not concct, the acknowledgement includes an "incorrect password/PIN" response. 
Otherwise, the acknowledgenKnt mciudes a "success" response. If the PDA 30 does not receive 
an acknowfedgement from the PO server 48 after a predetermined time, the PDA 30 assumes that 
it is out of ladk) covoa^ and informs the subscriber to retry later. 
25 In5»licit deregisttatnn occurs when the PCI docs not detect any wireless messaging 

acthfity ftwn or to the subscriber for a given duration of time, for example four hours. The PCI 
wiU also try to imjrfkitty deregister a subscriber from the wireless HKSsaging service in the m 
of the night in the event that the subscriber inadvertently teft the PDA 30 turned on. The PCI 
server 48 keeps a tinB-starap of the most recent wireless messaging activity for each registered 
30 subscriber in the subscriber's sennce i«ofile maintained in the service profile cache 51. Whenever 
the pa server 48 detects any wireless messaging activities to or from a particular subscriber, the 
time-stamp is updated to the current time. The stored time-stamp of a registered subscriber is 
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periDdkalfy compared to the current time. When a predetermined time elapses, the PCI server 48 
assumes that the subscriber is out of radio coverage or has quit the PQ application. 

For implicit (or automatic) deregistration. the message flow is the same as illustrated in 
Fig. 14. The PQ server 48 sends to the PDA 30 a deregistration request containing registration 
information about die subscriber. The PCI server 48 also sets a timer during which it will wait for 
a response from the PDA 30. When die PDA 30 receives the deregistration request, it responds 
with registration acknowjedgement which contains the registration information currently known to 
PDA. When the PCI server 48 receives the registration acknowledgement, it updates the 
subscriber's registration status based on information in the acknowledgement. The PQ server 48 
also updates the wireless messaging timc-stan?) associated with U» subscriber to the current time. 
If the PQ server 48 does not receive an acknowledgement within a predetermined time as 
described above, the PQ server 48 assumes that the subscriber is no longer registered and removes 
all references to die subscriber from the savice profile cache 5 1 . 

Sending and receiving e-mail wireless messages involves two types of message flows: 
15 sending messages from the PDA 30 to the PQ server 48 and from the PQ server 48 to the PDA 
30. 

Fig. 15 is an illustrative example of a nnessa^ flow sending an E-mail from a PDA 30 
to an PQ server 48. When a subscriber sends an E-Mail notificatwn from the PDA 30, the PDA 
30 forwards the E-Mafl notificatwn to the PQ server 48. The body of die E-mail contains, for 
exampte. "to;frt>m;subiect?x" informatkin (line 308). The PQ server acknowledges this 
notification (fine 310). If the E-mail is longer dian can be transmitted in a single message, die PDA 
30 segments the E-nnil into nwltiplB, sequentially nuiriwed naessages and sends them to the PQ 
server (toes 312, 316. 320). Each message sent fi»m the PDA is responded to widi an 
acknowkdgenKOt containing the receptmn status of the noessage and die sequence number it is 
25 acknowtedging (lines 314. 318, 322). The PDA 30 and PQ server 38 use the sequence number to 
maintain a sequential flow of packets. Out of sequence messages are discarded. Once aU of the 
packets are received, the PQ server 48 puts them into their original order using die sequence 
number and forwards the now assembled E-mail to a message transfer agent, which tiien forwards 

the E-mail to its intended destination. 

The PDA 30 starts a timer each time it sends out an E-mail If die PDA 30 docs not 

receive an acknowtedgemsnt after a predetermined time (for example ten seconds), the send 
operation is aborted and the E-mail is stored in a tocal outbound queue for redeUvery in die future. 



20 



30 
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When an E-mail is being delivered fipom an PQ server 48 to a PDA 30, a similar 
message flow is used. The only difference is that the PCI server 48 initiates the flow and sends the 
initial n^ssages instead of the PDA 30. 

Retrieving E-mail involves two types of message flows: retrieving undelivered E-mail 
5 addressed to the PDA 30 and retrieving E-mail delivered a messaging system, such as a wireline e- 
mail system. When a subscriber is out of radio coverage or is not registered with PCI, the PCI 
sends E-mails addressed to be delivered to the PDA (PDA-bound E-mail) to an extemal mail 
storage system The PQ server will also send certain E-mail directly to an external mail storage 
system (MS-bound E-mail), such as the subscriber's wireline E-mail connected to his or her 
10 pereonal computer, according to the subscriber profile stored in the PCI database 44. 

A registered subscriber can retrieve PDA 30 bound E-mail at any time by starting 
"FETCH" operation. The PCI will send the PDA bound nnail from the extemal mail storage and 
will also summarize MS-boimd E-mail. 

An iliusurative exam)le of the message flow between the PDA and the PQ server for 
15 retr^ving undelivered PDA bound E-m^ is shown in Figs. 16a and (b). If there are no MS-bound 
messages, an illustrative message flow is diown in Fig. 16(a). The PDA 30 sends a fetch request to 
the pa server 48 (line 324) and starts a timer, which waits for an acknowtedgement. If no 
acknowledgement is received within a predetermined lime, for exampte twelve seconds, the PDA 
30 assumes it is out of radio coverage and informs the subscriber to try again later. In response to 
20 the request, the PCL server 48 logs into an extemal mail storage system specified in the subscriber s 
profile. If any PDA- bound E-mail is stored in the external storage system, the PQ server 48 will 
(a) move the PDA bound E-mail from the extemal mail storage system into a pending area in the 
PCI server, (b) scxid an acknowledgement to the PDA indktating the number of PDA bound E-mail 
now leskling in the pending area; and (c) initiate delivery of these PDA bound E-mail from the 
25 pending area to the PDA (line 326). 

If there are MS-bound E-mail messages, an illustrative message flow is shown in Fig. 
16(b). The PDA sends a fetch request (line 328) and starts a timer. Whenever the PQ server sends 
a summary message, it starts a tiner. If the PCI server 48 does not receive an acknowledgement 
within a certain predetemuned time, for example ten seconds, it will assume that the PDA 30 is out 
30 of radio covmge, abort the send operation and discard the sumnoary informatbn. In response to 
the request, the PQ server 48 will (a) send an acknowledgement to the PDA indkating the number 
of MS-bound E-mail present (line 300); (b) extract summary information from those messages; and 
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(c) send the summary to the subscriber's PDA (line 332). When the PDA receives an 
acknowledgencnt from the PCI server, it informs the subscriber based on the contents. 

Summary information for the MS-bound E-mail is formatted into one ASCII text per 
E-mail and sent to the PDA If the summary information, or the number of summarized E-mail 
5 require more than one nKssage, the PCI server 48 splits the summary information into multiple 
sequentially numbered segments and sends each segment in a separate message {lines 336, 340). 
Each message from the PCI server 48 is responded to by the PCI server with an acknowledgement 
containing the reception status of the nessage and the sequence number it is acknowledging (lines 
334, 338, 342). Out of sequence messages are discarded. Once all of the packets are received, the 
1 0 PDA 30 puts them into their original order using the sequence number. 

Once the summary information describing the MS-bound E-mail messages is reviewed, 
the subscriber ii»y start a FETCH operation to retrieve these MS-bound E-mail messages. Fig. 17 
is an illustrative exanple of a nasssage flow baween the PDA 30 and the PQ server 48 retrieving 
MS-bound E-maiL The subscriber selects an MS-bound E-mail message to be received. The PDA 
15 30 sends a retrieve request to the PCI server 48 containing the message selected by the subscriber 
(line 344). The PCI server 48 responds with an acknowledgcrrKnt (line 346). The PCI server 48 
togs into the external message storing system specified in the subscriber's service profile and moves 
the MS-bound E-mail specified in the request out of the storage system into a pending area in the 
PCI server 48. The PCI s«ver 48 initiates a srad operation which delivers the E-mail in the same 

20 maimer as discussed above. 

Cross media notification (e.g., PDA notification of voice noail message receipt) is sent 
to the PDA 30 using the same delivery as a wireless E-mail message to the subscriber. The PQ 
server 48 originates the notification E-mail and the e-nnail subjert is "message notification". The 
body of the notification E-mail contains the message sender's address (Le.. the phone number for a 

25 voke OBiD. the date and tin* the n«ssage arrived at the PQ; the type of media. (Le., voice mail 
FAX. E-nail or other); whether the message is marked urgent (if detectable); the length of the 
message (for exain>le. in minutes for a voice maU message); and. if appropriate, the subject of the 
message. 

CaltCommand allows a PCI subscriber to reroute or direct caDs in real time. The 
30 subscriber may receive notificatkHi on the PDA 30 that a can is waiting. Using the PDA 30, die 
subscriber rnay insir\u:t the pa to route Uk caU to specified destination number or have the PCI 
server play a n«ssage entered by the subscriber using synthesized speech. 
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When a call is made to a CallCoininand subsciiber's nundwr. it is routed to an PCI 
server 48. The PCI swvcr 48 queries the PQ database 44 to determine how the subscriber's profile 
has directed the call to be processed. If the subscriber is registered at a known telephone number, 
the PCI database 44 instructs the PCI server 48 to route the incoming call to the given telephone 
5 number (assuming that the call naeets any screening requirements). If the subscriber is not 
registered at a known telephone number, the PQ database 44 will provide a default routing 
number and a timer value instructs the PQ to play an announcement customized by the subscriber 
to the caller and start collecting DTMF digits witWn that time period. The PCI plays the 
announcement and starts the timer provided by the PQ database 44 and then begins collecting 
10 DTMF digits entered by the caUer. If no digits are collected within a predetermined time period, 
the PCI routes the call to a defeuk number indk:ated by the subscriber's profile in the PQ database 
44. If DTMF digits are collected, the PCI puts the caller on hold determines if the caller meets 
screening requiicnKni, and handles the call accordingly. If the call is to be directed -to the 
subscriber, the PQ attempts to contact the subscriber. 
j5 Rg. 18 is an illustrative example of the message flow between the PDA 30 and PCI 

server 48 for a CallCommand call The PQ server 48 sends a notification message to the 
subscriber's PDA 30 to notify the subscriber that a call is waiting (line 348). The message contains 
the lyrMF digits entered by the caller. The PQ server 48 starts two timers, which are the time 
interval the PQ server 48 expects to receive an acknowledgement fmm the PDA 30 and the time 
20 interval the PQ server 48 expects to receive a response ftom the PDA 30. respectively. The 
typkal vahies for these timers are ten and forty seconds, respectively. The time to receive an 
acknowledgement should be less than the time for the response. 

After receding a notific^n messa^ the FDA sends an acknowledgement to the PQ 
(line 350). This inibniB the PQ server 48 that the PDA 30 is within radk) coverage and that the 
25 subscriber has been notified about the incoming caU. Once the acknowledgement is received, it 
cancels tte acknowledgenaeot timer, but leaves the response timer ticking, waiting for a response to 
come from the PDA 30. If the PQ server 48 docs not receive an acknowledgement within the 
predetermined time, it assumes that the PDA is either out of radfo range or is turned o£f and 
cancels the response tiner and routes the caU to a default number programmed into the user profile 
30 in the PCI database 44. The subscriber is notified of the inoonnng call by Uk CallCommand 
intcrfece on the PDA 30. The DTMF digits entered by the caller provide the subscriber with the 
nan£ and/or tefephoiK number of the incoming caller. 
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The subscriber can decide to route the call to directory nunter or voicemail, enter a 
text message to be played to the caller, or both. The PDA will send a response to the PC server 
48, which carries the number to which the call should be routed, a short text nessage to be played 
to the caller through synthesized voice, or both (line 352). When the PQ server receives the 
5 response, it cancels the response timer and executes the subscriber's decision in the response and 
sends an acknowledgenKnt which contains how the subscriber's decision is to be carried out (line 
354). 

If the response timer expires before the PQ server 48 receives a response, the PCI 
server 48 routes the call to a default number obtained from the PCI database 44 and send a status 
10 message to the PDA 30 to infomi the subscriber that the caller is no longer waiting (line 356). 
Also, if the caller decided not to wait any tonger (that is hangs up or presses which allows the 
caller to go to the defeuli numbw) the PCI sends a status message providing this information. The 
PDA acknowledges the status message (line 358). 

Profile management allows the subscriber to modify wireless messaging and Call 
15 Command services by updating certain elements in the subscriber's service profile stored in the PQ 
database 44 and the service profile cache 51 in the PQ server 48. Profile information is not stored 
locally on a PDA 30. Updating the subscriber's profile using a PDA 30 always requires the 
subscriber to have a profile downtoad firom the PQ. 

Profile managemwit invoWes two types of message flows, profile download and profile 
20 upload. Fig. 19 is an illustrative example of the message flow between the PDA 30 and the PCI 
server 48 for a profile download As indicated above, any profile change requires a profile 
download because the profile is never stored in the PDA 30. A subscriber starts a profile 
manageittnt appHcadon on a PDA 30 and requests a profile download. The PDA 30 sends a 
downbad request to the PQ server and requests a copy of the subscriber's modifiable profile 
25 elements to be downloaded to the PDA 30 (line 360). The PQ validates the identity of the 
subscriber through its subscriber ID and password. If the subscriber^ identity is not validated, the 
pa sends an acknowbdgenBnt and an error code and terminates the profile update sessioa Ifthe 

subscriber's identity is validated, the PQ downloads the subscriber's modifiable profile elements 
(lines 362, 366. 370). Attachedas Appendix C is a list of tags for naodifiaWe profile elements. The 
30 PDA 30 acknowledges the received data (lines 364. 368, 372). The PDA starts a timer after 
sending the downtoad request. If the PDA does not receive an acknowledgement or data from the 
pa server within a predetermined amount of time, for example, ten seconds, it assumes that it is 
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out of radio coverage and informs the subscriber to try again later. The PCI server 48 starts a 
tirKr each tiiiK it sends out data to the PDA 30. If the PCI server 48 does not receive an 
acknowledgement from the PDA 30 within a predetermined tinie, for exanple ten seconds, it will 
abort the profile download operation. 

5 Once the subscriber finishes editing the profile on the PDA, a profile upload 

request is issued. An illustrative example of the message flow between the PDA 30 and the PCI 
server 48 for a profile upload is shown in Figs. 20(a) and (b). After the subscriber issues a profile 
upload request, the PDA 30 sends an upload request to the PCI server 48 requesting permission to 
send the updated profile elenaents (step 374). The PCI server 48 validates the identity of the 

10 subscriber, for example by checking the subscriber ED and password, and checks if there is an 
associated download request issued by the same subscriber. The check for an associated previous 
downtoad request is necessary so that the PCI server 48 is sure that the profile the subscriber wants 
to charge is the profile that the PCI server 48 has just sent. If the subscriber's identity is not 
valklated, or there is no associated downtoad request packet, the PCI server sends an error code to 

1 5 the PDA 30 and tcnninates the profile update session. If the subscriber's identity is validated and 
there is an associated downtoad request, the PQ server 48 honors the request by sending an 
acknowtedgement and a status code of "OK" to the PDA 30 (line 376). When the PDA 30 
receives the OK, it formats the updated profile elements and sends them to the PCI server 48 in the 
same way the profit was sent to the PDA 30 during tte downtoad phase (lines 378-386). If no 

20 error is detected* the PCI servw 48 sends the qxiated profile elements to the PCI database 44 to 
commit the change. Afkcr a confiimatton is received from the PCI database 44, the PQ server 48 
sends an acknowtedgcnwtt with status code of "OK* to the PDA to confirm and conclude the 
profile update sesston (fine 388), as shown in Fig. 20(a). 

Rg. 2(Xb) is an illustrative naessa^ flow when the PQ server 48 detects errors in 

25 anuptoadedprofik. The uptoad proceeds as above (lines 390-398). If the PQ server 48 detects 
erron in the updated pcoSk elements it responds with an error message to notify the subscriber 
about the invalki profile eleitwit (toe 400). The PDA aclmowiedges receipt of the error message 
(line 402). The I*CI server 48 sends the invalid profile elements in a similar way as the profile was 
sent to the PDA 30 during the downtoad phase (lines 404, 406). 

30 The PDA 30 starts a timer when its sends out an uptoad request or sends out data. 

If the PDA 30 docs not receive an acknowledgement from the PCI server 48 within a certain 
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predetermined lime, it wiD abon the profile upload operation and inform the subscriber to retry at a 
later time. 

VI. Services 
5 A. Wireless E-mail MessayinE 

PCI includes several wireless text message sending, receiving, arid service control 
features. PQ's wireless text messaging services are based on three network-based capabilities: 

X message integration combining voice message notification, voice mail, 
telephone calls, e-mail and fox; 
10 X message routing and delivery, Le., the PCI is a wireless and wireline 

network gateway; 

X database access, i.e., subscriber profile, authentication, and validation. 
The PCI uses personal communicatk>ns servk:e-integration c£^bilities to integrate the wireless 
service capabilities available to the subscriber This is accomplished by providing the subscriber 
1 5 with control over the naessage routing and delivery by the subscriber accessible ^'subscriber profile" 
stored in the PQ. The subscriber profile contains subscriber programmed instructbns on message 
receipt, originatfon, and notificatfon. Thus, PCI operates as a messaging gateway for providing 
access to multiple wireline and wireless networks, while using subscriber profile information to 
control sending and receiving optrons. PCI aUows wireless service providers to integrate the voice 
20 messaging, e-mail and fia message servkrcs for ont subscriber through a single telephone number. 
Thus, OM i*»nc nunnbar may provide a single link between the serncc provkier and the 
subscriber's vok:e and data communications lines* 

The message sending features include commumcattons across disparate networks 
and broadcast communk3tk)ns. A subscriber may send vok:e mail e*mail and fax messages 
25 between different scnnx provklers and networks. A subscriber may also send broadcast e-mail 
and fex messages, whkh broadcasts may mix e-mail and fiax naessages within a skigle distributwn 
list. For example, the subscriber nay type a message on a PDA and send it to a distribution list 
over a wireless network. The distribution list may direct the PQ to deliver the message to the 
office as an e-mail and to a client as a &c 
30 The message receiving features inchide personal nund)er addressing, selectk>n of 

message receipt n»dia format, selectk>n of cross-media message notification, and selection of 
message screening and delivery optk>ns. A subscriber may receive vok« (e.g.. phone), vok:e mail 
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notification, e-mail and fax communications under a single personal telephone nuiriber. A 
subscriber may direct e-mail and fax delivery based on selected parameters, such as time-of-day, 
day-of-wcek, etc. A subscriber's media message notification, voice mail notification of e-mail or 
fax messages, e-mail notification of voice mail or fax messages, and fax notification of e-mail or 
5 voice mail messages may be delivered to the subscriber based on selected options and parameters. 

Alternatively, if the subscriber's wireless terminal is not activated, e-mail messages 
may be automatically routed to alternate destinations as defined by the subscriber's profile. For 
example, the subscriber may not want to receive all telephone calls at a visiting location to avoid 
unnecessary intenruptioiis and unwanted incoming call charges. The subscriber directs the PCI to 
10 send notification of phone calls to the pager and to route the call to voice mail Once notified, the 
user can determine from the phone number irKludcd in tte pager notification whether to call the 
person directly, check voice mail, or ignore the call until a later time. The subscriber may also 
direct which messages are to be routed to the subscriber's current serving network, which are to be 
sent to another network, and what media is to be used to receive certain messages. The subscriber 
15 may also designate, for example, that if the wiretess terminal is off, all text messages to be sent to e- 
mail and all voice messages are to be sent to voice mail 

The PO service conuol features include supporting subscriber profile management, 
supporting personal mobility across wireless and wireline networks, and supporting wireless 
terminal mobility. A subscriber's profile may be updated by sending text messages from a PDA 
20 over a wireless network or DTMF (touch-tone) messages from either a wireline or wireless 
terminal The subscrS)er may program the profile to select media for receiving and sending 
infiomftation; select cross media for message notificatkin; select message screening and delivery 
options; select single vokre mailbox storage (for subscriber's with more than one vok;e mailbox); 
and select a PQ servk:c password. All of these optk)ns may be mairuained over wireless or 
25 wireline tenninals. The subscriber tnay automatk:ally register and deregister a wireless terminal 
thus updating the subscriber's profile to receive or reroute messages as preprogranuned in the 
profik. 

The wireless data i^twork provides data trar^n between the PCI server 48 and 
the subscriber using a wireless data terminal, such as a PDA 48. The wireless data network may 
30 connect to the PQ server in a variety of ways, using a variety of protocols. For example, the 
wiretess data network may connect to the PQ using a leased line and run a iHt}prietary protocol to 
connect the PQ server via standardized protocols such as TCP/IP. 
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Text messaging systems may be connected to the PCI server through for example, 
Frame Relay, S\n>S, ISDN, leased line interface, or other transport mechanism eflfective for 
supporting data communications may be used. An inter-message handling system protocol, such as 
X.400 (in which case X.400 gateway conversion is needed), or Internet SMTP or other protocols 
5 supported by an interworking unit terminating the data uransport interface, may be used to forward 
messages between the PCI server 48 and the system accessing the PCI. 

The PCI server will preferably support sending and receiving faxes in the T.434 
format. The PCI server may also preferably suppon sending and receiving faxes using the simple 
mail transfer protocol (SMTP) supported by the TCP/IP transport protocol. 
{Q Fig. 21 shows an illustrative embodiment of a PCI service supporting text 

nKSsaging systems. In this example, a subscriber has a personal computer 402 at the office 
connected to a local area network (LAN) 414 acd an enterprise text messaging system (for 
example, a local network e-mail) 413, a personal conputer at home 416, and a wireless terminal, 
such as PDA 30 that may send and receive messages. AO of these devices are connected to the 
15 pa. For exanplc, the subscriber's home personal con^uter 416 may be connected to the PCI 40 
via a modem and a wireline data network 418 over either a PSTN or ISDN. 

Persons connected to the LAN may send text messages to the subscriber by using 
the local text messaging system without using the PQ. That is» the user of con^Kiter 420 can send 
an e-mail to the subscriber's oflBce conpiter 412 without ratering the PCI node 40. Because the 
20 enterprise text messagiiig system 41 3 is connected to PQ, all enterprise messaging users may send 
messages to and receive nocssages fix>m all PQ subscribers (iKluding those not connected to the 
local text messaging system413) by using an af^priate PO address. 

A person connected to a di£Bmnt enteqnise messaging system^ such as text 
message handling system 2 422, can send messages to the subscriber on message handling system 1 
25 413 by routing the message through the PQ Server 48. 

PQ subscribers are assigned a single personal telephone for both voice and data 
communicatk>n. For example, an E.164 addrKS (Le., a telei*iODe numbw) may be assigned to a 
PCI subscriber to use as the single PQ address. These phone numbers may be geographically 
based according to current PSTN architecnirc, but it is also possible to use portable universal 
30 numbers. Fifteen digit number foniiats may be desirable to permit sub- ad rl r rs Mng . F6rexample,a 
message destiiKd for a PQ subscriber may be addressed to the subsoAcr's telephone number, e.g., 
201-555-5555. If an originating mail system such as a LAN mail system or third party message 
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handling system requires a domain identifier, the originator niay have to specify 201-555-5555 @ 
pa, or on the Internet 201-555-5555 @ pci.iffit. When the PCI server 48 receives the message, it 
will look at the subscriber's profile stored in call process request database 222 stored in an PCI 
database 44 to determine how to handle the incoming message. An example of a few of the 
5 options that PCI may provide for the subscriber are to: 

X send the message to the subscriber's wireless PDA; 

X send the message to the subscriber's wireline computer at home; 

X send the message to the destination text messaging system at the office; 

X send a notification of an incoming message to the wireless data terminal 
10 and the actual message to the text messaging system 

X send the message to any or all of the above; 

The subscriber may send text messages over the wireless data network or wireline 
data network to the PCI server 48. The PCI server 48 consults with the subscriber's profile at the 
PQ database 44 and forwards the message to the ^propriate destinatk)n, depending on the 

15 routing destination found in the profile. Text messaging systems not connected to the PCI 40 may 
semi text messages to PQ subscribers by using another network connected between the sender's 
text messaging system and the PCI subscriber's text nxssaging system, for example, the non* 
connected text message may be connected to a PQ over the Internet. 

The flow for wireless messaging is now described. 

20 The flow for a PQ subscriber receiving an e-mail messa^ to a wireless PDA 30, 

for exanr^, is as foltows. An e-mail message is sent bom a wireline or wireless sender to a PQ 
subscriber and arrives at the PQ server 48. The incoming e-mail contains a recipient address in the 
format of "201-555-5555 ® pclnet" whrae 201-555-5555 is the subscribes ten-digit personal 
number and pcinet is the PQ serves domain name in the Intern^. 

25 The PQ server 48 checks the subscrfl)er'$ service profile, either bom the profile 

service cache 51 in the PQ server or by downloading the subscriber profile bom the PQ database 
44 into the cache 51 to determine how to process the e-mail message. The profile contains 
screening and routing information and cross media notification informatioa The PQ server 48 
uses this information to send incoming e-mail to an actual destination address that can be a 

30 wireless, wireline, or paging address using, for instance, the UDP/IP protocol over a wireless data 
network; the Internet SMTP protocol over the Internet wireline network; or the Telocater Alpha 
Numeric Protocol (TAP), respectively. In this case, the subscriber has programnned into the 
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subscriber profile to have the e-mail sent to a PDA 30. The PCI server 48 receives the e-mitil 
message and forwards it to the wireless data network programmed into the profile. The e-mail is 
transmitted over a wireless data network 39 for receipt by the PDA 30. 

If the e-mail cannot be delivered, the PQ server returns the e-mail to the original 
5 sender with a short description of why the delivery was unsuccessfiil using the SMTP protocol. 

If an e-mail message is to be delivered to an a^hanumeric paging address, the PCI 
server ttanslates the e-mail message into a paging message and sends the paging message to the 
paging network specified in the subscriber profile. The protocol between the PCI server and the 
paging twtwork is the Tekxater Alpha Numeric Protocol (TAP). The PQ server formats the 
10 paging message into a maximum page limit with a maximum number of characters per page. For 
example, the page linoit may be two pages and a maximum of 256 characters per page. The PCI 
server does not verify whether a paging message is aaually delivered by the paging service 
provider. U will, however, verify that the messa^ was successful^ sent to the paging service 
provider. Because the PQ s«ver does not provkle this verification, it is under the assunptbn that 
15 messages sent to a pager arrive successfitlly at the pago*. 

If the subscriber profile contains an option for voice message notification of e-mail 
messages, the PQ server generates and sends a digitized preieoorded voke announcement to the 
address specified in the subscriber service profile. The protocol used to deUver the vofce message 
notification is the AMIS-Anabg Protocol 
20 In this illustraiive embodinrni. a preferred PCI server node fiinctions as an X.400 

message transport agent or SMTP router and routes messages destined tor PQ subscribers and to 
those destined for users connected on other systenB. In the case of an X.400 nnessage transfer 
agent (NCTA), X.400 addresses are used to internally represent subscriber addresses. The 
translatkm from the "user friendly" subscriber addresses such as E.164 numbering to the X.400 
25 address wouW be done via a kxjk-up table (ROM or other memory devk«) at the PQ access 
imdufe or the X.400 gatew^. Destination or source addresses fipom ushs on other networks are 
not converted to X.400 addresses, but are left in the native address format of the sending or 
receiving system. An X.400 gateway address may be added to the message header, however, to 

allow PQ to route the message to an appropriate gateway. 
30 The pa server 48 is responsible for delivering a message to the subscriber listed in 

the destination fieW of the message. In a simple case, the subscriber has an X.400 or Internet 
mailbox accessible to the PQ via one of its access connecttons. Altematwely. the subscriber 
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profile may contain fonvarding addresses which route the message for delivery to unusual 
destinations. For example, the subscriber's mailbox may reside on another message handling 
system, a wireless data network, wireline data network, or PSTN destination associated with a fax 
machine. The delivery of such a message to a final destination is handled by an interworking unit 

5 which is responsible for doing address translatwn and, if necessary, format translation as defined by 
the subscriber profiJe entry. 

For subject e-mail screening, the subject field is analyzed to determine if a match 
exists before comparing the address fieW. If the subject fiekl matches an entry on the screening list, 
the treatment for a matched entry will occur. That means, in this illustrative enibodiment, that 

10 subject screening takes precedence over address sender screening. That is, if e-mail originated 
from an address that is excluded torn the e-mail screening address list, the e-mail will still be 
delivered according to the screening criteria. 

If the PDA 30 is not registered for the wireless messaging servte or if the PDA 30 
is out of radio coverage at the time the message arrives at the PQ server 48, the message will be 

1 5 sent to the subscriber's external n^ssage storage system, such as the text message system 413. 



B. Voice Messaging 

Fig. 22 shows an illustrative embodiment of a PCI service for voice mail system 
The vok:e mail systems 430 may use the pubUc telephone network 432 and Audb Messaging 
20 Inter&ce Specification (AMIS) - Anatag Protocol to connect analog vok:e messages to the PCI. 
Atematively, the vok« mail sj^em may use a modem 434, a private line 436, or an ISDN BRI 
AMIS - Digital Protocol 438 to connect digital voice nail signals to the PCI. 

Voice ncssaging systens on the PQ must be able to send a message to the PCI 
server 48 providing notification that the subscriber has received a voice message. The voice mail 
25 system may smi this text message using, for example, by asynchronous interfaces with a modem; 
X.25; ISDN BRI, or TCP/IP interfaces. Preferably, the PQ server 48 supports the AMIS Analog 

and Digital interfaces, 

Th& PCI voice messaging call flow is as foUows. Using the AMIS-Analog 
Protocol the system originating the voice message sends message information to the PCI server 48 
30 specifying the type of nnessagc to be deUvcred, the message length (in minutes), the originator's 
mailbox nuntcr, ami the recipient's mailbox number. When the ncss^e anives at the PQ server 
48, the originator's mailbox is extracted from AMIS-Analog Protocol and is conq)ared to the 
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subscriber's vok:e mailbox number stored in the subscriber profile. If the two values match, the 
voice message is already in the mailbox designated by the subscriber. In this case, the PCI server 
48 sends a bogus error code to the originating voice messaging system using the AMIS- Analog 
protocol so that die voice message is rejected and is not forwarded to the PCI server 48. The PCI 

5 server 48, however, has header information needed to send a notification message to the 
subscriber, if such notification is required by the subscriber profile. 

If the originator's mailbox does not match the subscriber's voice mailbox number, 
tte PCI server 48 analyzes the message length parameter. If this parameter exceeds a certain 
predetermined length, for example three minutes, the PCL server 48 sends a response message to 

10 the originating voice messaging system with an error code specifying that die message is too long. 
No further processing of the voice message occurs. If the message length is not longer than the 
predetermined tine, the rci server 48 sends a response message to the originating voice 
messaging system accepting the message. The originating voice messaging system will then 
forward the voice message to the PCI server. 

15 When the voice message arrives at the PQ server 48, the PCI server 48 attempts 

to route the voice message according to the screening, regisu^oa and routing options contained 
in the subscriber profile. Using AMIS-Analog Protocol the PQ server 48 sends message 
information to the subscriber's destination voice messaging system, specifying the type of message 
to be delivered, length of the ncssage in minutes, the originator's mailbox number, and the 

20 recipient's mailbox number. 

For voice nessages that cannot be delivered to the destination, for exan^ie if the 
mailbox is fiiH, the destination system sends a non-<teIivery notification nnessa^ to the PQ server 
48 specifying the reason Wiethe message is undeUvcrablc. The PQ server 48 retries delivering for 
up to a system defined tiiM period. If all of the retries feiL the PQ server 48 uses the AMIS- 

25 Analog Protocol to return the voice naessage to the originating voice messaging system with an 
appropriate non-dclivcry nouficatioa A pre-recorded non-delivery announcement is sent to notify 
the message originator that the message was umteliveraWe. No ftirther processing occurs. If the 
destination system accepts the message, the PO server 48 forwards the voice message to the 
destination system. 

30 If the subscribe chooses e-mail notification of incoming voice nessages, the 

notification is sent via wireless or wireline networic to the subscriber as specified in the subscriber 
profile. If the subscriber selected page notification, the notification wiU be sent through the paging 
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network according to tte profile. Either notification contains the mailbox number that originated 
the voice message, the date and tin^ the message was received, and the length of the voice 
message in minutes. 

In another example, a user having a digital voice mail system creates a voice mail 
5 message and addresses it to a user of analog voice mail systent The destination telephone number 
indicates that the message must be routed to the PCI server 48. The PCI server 48 checks the 
recipient's user profile and determines that the destination recipient has an analog voice mail 
system. The message is then passed into the anatog voice mail system via the AxVnS - Analog 
Protocol. 

10 The subscriber will receive all of the voice mail messages at the voice mail system, 

if that is what is selected in the subscriber's profile. The subscriber may also set up the profile to 
receive at a wireless data terminal a text message that provides a notification of a voice mail 
message and envebpe information of the message. Alternatively, a recipient voice mail system 
may send a text message containing a notification and envelope infomiation of the message. 

15 One feature of the AMIS-Digitai Protocol is that if the original voice message is 

marked urgent by the sender, the AMIS-Digital Protocol includes as priority status information in 
the message sent fipom the voice messaging system to the PCI server. Using this information, the 
PCI can screen priority messages. 

The voice messaging gateway converts vetulor proprietary voicemail format to the 

20 X.400 format and vk:e versa, thus Mdging dififeient messaging formats. It is responsible for voice 
transcoding fiom proprietary to or from X.400 form. It also maps options to or finom the X.400 
protocol as speci&d in AMIS* 

25 Fig. 23 illustrates a PO service for fax messaging. The PCI server 48 is connected 

to public switch tefephone networks 432 via analog lines 444 or a TI trtmk 445. Fax machines 440 
and fax servers 442 are connected to the PSTN 432. The PCI server 48 may also be connected to 
fax machines 440 and £ax servers 442 by private lines 446 or an ISDN 438. For a subscriber to 
receive fiuces, the fax machine telephone number must be supplied to the subscriber profile. The 

30 PCI will send a &x to the designated nunnber and may send a text notification message or take 
other actk)n as the user has selected in the profile. If the user has specified a wireless data terminal 
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to receive the fex, the PCI server 48 will perform the necessary wireless adaptation and send a fax 

through a wireless data terminal 

A fax may be sent to a PQ subscriber by routing the fax to the PQ rK)de, the user 

must dial the telephone number of the PCI server 48 to send the fax to the subscriber. The PCI 
5 server 48 will send the fex to the subscriber's telephone number. The PCI server will check the 

subscriber's user profile to determine how the fax should be delivered. In this example, the fax 

message is sent to a fax machine at a designated telephone number. 

Fax users having existing fax machines 440 must place a call over the PSTN 

network in order to access the PQ. This is because existing fax machiMs 420. unlike fax servers 
10 422, are designed for point - to -point commumcation, not fax netwoik communication. Users of 

the existing fax machine 420 can access the PCI in two ways. One way is by two stage dialing. 

The sender first dials the PCI 48 and then dials the recipient's number after receiving a prompt from 

the PCI. Akemativeiy* the user can dial *FX+destinatk)n address. The fax machine user can 

directly dial from the fax terminal the recipient telephone number proceeded by *FX, which signals 
15 the switch to automaticaUy forward the fax call through the PCI server. 

Fax servers that support X.400 messaging will include the personal number in the 

X.400 address fieki and there is no reason for the PCI to prompt the user for the personal number. 



20 D. CallCommand 

PCI CaDCommand (CQ service provides subscribers real-time control of voice 
caDs whik using a wireless data tominal or PDA. CC is designed to enhance personal number 
services (Lc.. HLR). by providing real time call management C2q)ahilities to nomadk: users. 
CC {TOvides the subscriber with four call management options: 
25 X location mdependmce (suppleraenting personal number/HLR 

applications); 

X real-time call screening (using ANI and/or prompting the caller to enter a 

nund)er); 

X real-time call redirection (routing calls to any telej^ne number based on 

30 the calling party); and 

X real-time short messaging (inputing or selecting a short message to be 

played to the caller). 
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When a caller dials a FCl subscriber's telephone number, the caller's telephone 
number is entered -for screening. After the caller's number is entered, the PDA 30 can map the 
calling number to a nanc and alert the subscriber of an incoming call. The PDA 30 visually 
displays the name and/or number of the caller. The subscriber can then use the PDA 30 to accept 
5 the call by entering the telephone number of a nearby telephone to which the call will be routed. 
The subscriber can alternatively have the call forwarded to another number, such as a colleague's 
phone or a voice mailbox. If the subscriber decides not to respond to the caller, the caller is played 
an announcement and forwarded to a pre-determined default telephone number, such as a voice 
mail box or secretary. 

10 CC allows the subscriber to send a brief message to the caller. Upon being alerted 

to an incoming call the subscriber can select from a pre-defined list of messages, or type a new 
message, on the PDA 30. The message is transmitted to the PCI server 48 which converts the text 
message into speech and plays the message to the waiting caller. The caller receives the message 
and can leave voice mail for the subscriber, or be forwarded by the subscriber to an alternate 

1 5 telephone number. 

Call comniand enables nomadic subscribers to manage, in real time, incoming calls 
using screening, rerouting and nnessaging to the caller. Call command subscribers having a PDA 
30 are visually infonred of the nanK and or nunAer of the caller. The subscriber can elect to eitter 
accept the call, routing it to a specified number, such as the number of a nearby telephone; route 

20 the call to an ahemate number, such as a voice mailbox, colteague phone number or secretary 
phorK nunte; or respond to the calfa with abrief keyed in n»ssage, which is played back to the 
caller in synthesized speech. TIib scrvk» also provkies a number of nornreal time caD managen^ 
features including jHedelcnnined screenirig lists, day of week\time of day routing schedules; and 
k>catk)n sequencing. Call command aUows mobile subscribers to manage and receive telephone 

25 calls usiE^apersonal digital assistant 

Call command users pre-subscribe to a wireless data sendee such as Ardis or RAM 
mobile data for E-maiL caO management, and other wireless data applk:ations. The wireless data 
provkier provkies a radk> interface to the subscriber's PDA 30. A local exchange carrier interfaces 
with the wkeless data provkier over a PCI mterface. When a caller enters his or her number the 

30 kx:al exchange carrier forwards a data message contaming the caller party mformarion. The 
wireless dau provkier locates the subscriber and forwards the calling party information to the 
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subscriber's PDA 30 where the subscriber is alerted of the call The subscriber then forwards the 
data packet containing a routing nunnber to the PCI. The PCI reroutes the call accordingly. 

Fig. 24 is an illustrative example of a CallConmiand service network. A caller, Joe 
450, wishes to speak with Mary. Mary, who is away from the office, is a PCI subscriber having the 
5 CallCommand service. She has a PDA 30, which is turned on and registered at a visiting location. 
Joe dials Mary's office phone number. This phone number connects Joe's call to the PCI server 48. 
The PCI server 48 network instructs Joe to type in his telephone number. The PCI server 48 puts 
Joe on hold and plays back a message using synthesized speech informing Joe that the network is 
trying to locate Mary. The network recognizes that Mary is registered at a visiting location and 
10 sends a phone notification over a wireless data network 39. Mary is notified on a PDA 30 that a 
phone call is coming from a partkular phone number. If Mary has already programmed a name 
corresponding to that phone number in a directory on hsr PDA 30, that name will also appear. 
Therefore, she is aware that she has a phone call from Joe Smith. Mary has several options. She 
may type or select a preselected message to be sent from the PDA 30 to the PCI irctwork which 
I S converts the message into synthesized speech and play it back to Joe; she may forward the call to a 
nearby telephone, such as a cellular phone or a nearby pay phone 452 or forward the call to her 
secretaiy or coUeagues's phone number; she may send a message and forward the call; or she may 
direct the call to her voice maiL In this illustratk)n, Maiy selects that the call be routed to a local 
publk pay telephone 452. The call is routed over public switched telephone networks 432 to the 
20 selected telephone and Mary aiKlJoe speak. 

CaUConsnand has several advantageous features. Call command includes real time 
call screening which allows the sidiscnber to direct calls in a predetermined &shk>n based on the 
caller, the tine or date, Call command also has real time call rerouting which aUows the 
subscriber to lexoute calls to any phone number on a per call basis. That is, when a call is received, 
25 the subscriber may ento^ a phone nunter to which she wishes the call to be routed. For example, it 
may be a phone in an ofiBoe she is visiting, a rented cellular phone, or a public telephone. In the 
event that a subscriber cannot respond to a caller because PDA is out of range, the subscriber is 
preoccupied, the PDA is turned ofif, etc., the subscriber may select a dc&ult routing number. Such 
a defeuh number couki be a voice mailbox, secretary, colfeague, or other phone number. 
30 Call command also has a call messaging option. This aDows the subscriber to send 

a brief rressage to a calling party. The message is typed on the PDA 30 and sent by wireless means 
to the pa. The PCI converts the signal into synthesized speech and plays it to the caller. For 
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example, a subscriber may be on an important customer call when his supervisor calls, expecting a 
response. The call command subscriber can send a message to the manager ( Talking to customer, 
call you back"), while still communicating with the customer. 

The call messaging feature has two aspects. The first is the wireless messaging 
5 fi-om the PDA 30 to the PQ. The second is the text to speech translation. The subscriber may 
type in a message on the PDA 30. The message originates as a data message fi-om the wireless 
data provider network and is forwarded to a local exchange carrier network over the PCI interface. 
The PCI server 48 urmslates the wireless text message into speech and plays it back to the caller. 

Call command also has a predetermined call management option. This feature 
10 allows a subscriber to have unanswered calls sent to predetermined defauk telephone numbers. For 
example, in the event a call cannot be answered, it is first routed to, for example, a service hotline, 
if the service hotline does not answer, it is forwarded to a secretary; and if the secretary does not 
answer, then it is fiDrwarded to voice mail Each time the call is forwarded to the next ninmber a 
ir^ssage is played hack to the caller. The routing numbers and sequence order may be altered by 
1 5 updating the subscriber profite in the PQ database. 

This feature also allows the subscriber to predetermine the management of certain 
numbers. For an example, a subscriber may want to be notifcd in real time only if a calling party 
number matches that of an imnwdiate family menter, supervisor, or important client. In other 
cases, the subscriber may wish to have calls automatkrally rerouted to a defauk number, such as a 
20 vok» mailbox or secretary. For a con^xany which does business over a large geographic area, the 
subscriber may wish to have the phone call routed to diflBOTnt places based on the geographk: 
origin of the calL For example, calls originating from New York or New JCTsey may be routed to a 
sales representative for that area and calls originating from California are routed to a sales 
representative for that geographic area. 
25 The call management feature a&ows the subscriber to predetermine call routing 

based on the tin« of day. For exampks, a subscriber may wish to have calls forwarded to a 
customer service stafif during business hours and be personally notified of calls during non-business 
hours. 

Wkeless technologies make subscribers constantly available, therefore it is 
30 important to give them the ability to accept or decline communication attempts at their discretion. 
While delivering the calling number to the PDA 30 altows a subscriber to locally screen each 
attempt as they occur, the subscriber may be in an environment where distractwns are unacceptable 
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such as an inportant meeting. Therefore* the subscriber is able to create lists against which callers 
are screened by the network delivering the service. These network resident lists reduce the number 
of call attempts to the subscriber's remote wireless device. The CallCommand service allows 
subscribers to turn screening on and off and add or remove numbers and names firom these lists. 
5 Like the wireless data services, CallCommand service profile management allows 

subscribers to modify or update their subscriber profiles which preferably reside in a PCI database 
44. Profiles are created and deleted by the servk:c integrator controlled by the service provider. A 
subscriber may modify the profile by either wireless or wireline messaging using DTMF tones or 
data. 

10 The subscriber profile can be updated by a wireless device such as a PDA 30. A 

subscriber profile may be modified by wireline communications as well. A subscriber may use a 
telephone or wireline data terminal to contact an PQ database 44. The PQ server 48 acts as a 
mediatk)n device between wireless terminals and an PCI database 44 for DTMF profile updates: h 
is preferable that the wireline network be supported by a sennce management operating system 

15 capable of pron?)iing subscrfeers using a DTMF telephoiK for a profile update that is compteted 
when the service managenent operating system makes the appropriate changes in the subscribei's 
profile in the pa database 44, When a service management operations system is used to modify 
the profile in tte PQ database 44, the changes shouki also be reported to PCI server 48 so that the 
servk:e profile cache 51 may be modified accordingly. 

20 CaUcooimandhasitslociisofcontrolinsenacelogkrinthePad^ The 

pa database 44 servfce togic provklcs (1) scrvkx status maintenance, whkh maintains the status 
of the subscriber as registered or deregistcred; (2) call saecning, whkrh provklcs networic based 
screening of incoming calls; (3) call routing, whk:h provkies routing destinatbns for each call; this 
infornMtk>a is based on infoiniatton received fiiora the subscriber in real time via the Pa server 48 

25 or by peprogramnsd instiuctwns in the subscriber profile in the Pa database 44; (4) profile 
managenwit support, whk:h is servkc togic in the Pa database whk:h permits "downtoading" of 
the subscriber's profile to the Pa swver 48 for presentatton to an update by the subscriber through 
the PDA 30; (5) security^ wherein subscriber authcntk::atk)n and validatwn must be su^wrted to 
safeguard the subscriber's personal informatton and status such as kx;atk)n; and (6) accounting 
30 managenrat, the Pa database 44 collects accounting paranaeters to support service provider 
billing. 
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The subscriber profile in the PCI database 44 must contain certain information. 
This type of information includes a subscriber identifier; subscriber authentication information; 
wireless data provider paranxters; registration status; service mode (default, ovenride, or 
command); screening lists; and routing tables (including day of week and tintt of day parameters). 

5 The application supporting the CallCommand server in the PCI server 48 includes 

a mobility management function. The nwlnlity management function provides status location 
information to a database in the PCI database 44 and is responstole for delivering a Temporary 
Location Destination number on request from the PCI database 44. To do this, the PCI server 48 
is responsible for (1) location registration, the PCI server 48 updates the PCI database 44 with the 

10 subscriber's PDA 30 status (for example, registered on a wireless data network or registered on a 
wired telephone); (2) play announcements and digit collection for caller information and 
presentation to the subscriber, (3) remote alerting, such as formatting and sending call information 
through a wireless data network to the PDA 30 for presentation to the subscriber; (4) profile 
managen^nt support (the PCI server 48 must support the "downloading" of the subscriber's profile 

1 5 and packaging for presentation to update by the subscriber through the PDA 30); (5) security (the 
subscriber authentication invalidation information must be supported to safeguard the subscriber's 
personal information and status such as location); and (6) account managen«Bnt» the PCI server 
shouki collect accounting paranxters for presentation to the senice provkier for billing. 



20 Vn. Message Hows 

PCI wireless messaging involves three types of messa^ ftow. The first is sending a 
message fiom oi» subscriber to another, the second is receiving a nKSsage regardless of whether 
the subscriber is using a wireless or wiieUne tenninaL and the third is sending a message to a non- 
. subscriber. 

25 Fig. 25 is an illusu^ve example of the message flow of a PCI wireless subscriber 

sending a message. The PQ user submits a naessage 502. The message is received by a message 
transfer agent in the PQ server. The MTA copies and temporarily stores the originating and 
destinatk>n addresses 504. The MTA sends to the mobility manager ftmctwn in the PQ server a 
request to validate the scndmg user as a PQ subscribe 506. The mobility manager sends this 

30 valWatfon request to the PQ database and waits for a response 508. Upon receipt of an affirmative 
validatwn ftom the PCI database, the mobility manager sends the vaMatbn response to the MTA 
5 10, 512. The MTA then sends the iroMity manager a request for the address of the user's home 
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MTA 5 14. The mobility manager routes this request to the PCI database 516. Upon receipt of a 
response from the ?Ci database, the mobility manager routes the horM MTA address to the MTA 
518,520. The MTA then routes the message to the home MTA 522. If a third party PCI database 
must be consulted, the home MTA request will be directed from the PCI database to a third party 
5 PCI database 524, 526. 

Fig. 26 illustrates an exaiT5)le of the message flow of a wirekss PCI user receiving 
a n^ssage. When the PCI receives a naessage from a subscriber, the MTA in the PQ server copies 
and temporarily stores the destination address and the message 530. The MTA sends to the 
mobility manager fiinction in the PCI server a request for the PCI subscriber's user profile 532. 
10 The mobility manager witt retrieve this profile request from the PCI database 534 (If third party 
PCI database is involved, the local PCI database contacts the third party PCI database through a 
switch transfer point 536. 538.) Upon receipt of the subscriber's profile firom the PCI database 
540, the mobility nianager requests the message from the MTA using a "message forward request" 
message 542. When the mobility manager receives the message bom the MTA 544, the mobility 
15 manager processes the nvssage as indicated by the subscriber's profile, which may involve media 
conversion or screening 546. After processing the message, the mobility manager sends the 
message to the MTA for delivery 548, 550, Alternatively, the PCI server mobility manager 
function may directly deUver the message to the termination receiver 552. 

Fig. 27 illustrates an example of a message flow from a PQ wireless subscriber to a 
20 non-subscriber. When the MTA receives a message fiom a PQ subscriber 560, the MTA copies 
and tenq>orarify stores the originatiqg addresses and the message 562. The MTA sends the 
mobility manager a request to validate the originating address as a PCI subscriber 564. The 
molnlity manager will seixi ftiis validatbn request to the PCI database and wait for a response 566. 
When the ooobility manager receives an afBrmative validation response from the PQ database 568, 
25 the mobility manager srads the validation response to the MTA 570. Next, the mobility manager 
sends to the PCI database a request for the PQ subscriber's ixofile 572. Upon receipt of the 
subscriber's profile bom the PCI database 574, the mobility manager requests the message from the 
Ml A using a 'nr^ssage forward request" 576. Upon receipt of the message from the MTA 578, 
the mobility manager processes the nrssage as indicated by the user's profile, which may require 
30 media conversion or obtaining the addresses for the distribution list for the noessage 580. After 
processing the nnessage, the mobility manager sends the message to the MTA for delivery 582, 
584. Alternatively, the MTA may directly deliver the message 586. 
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Vin The PDA Application 

To better understand the capabilities of PQ and PDA/PQ server interface, a 

discussion of the PDA user interface is helpful. The user interface is application software residing 
5 in the PDA This software is described by describing the screens displayed on a PCI subscriber's 

PDA screen. The following discussion is for an illustrative embodiment of the PDA user interface. 

A person skilled in the art recognized that the interface may be implemented in a myriad of ways. 

Fig. 28 is an illustrative example of a PDA user interface main menu. The menu 

allows the user to enter the CallCommand or wireless messaging services, update the user profile, 
10 or check the status of the system by clicking on buttons 610, 612, 614, 616, respectively. 

Fig. 29 shows a computer screen after "status request" 616 is selected. The status 

request screen shows that there are five local originating messages (waiting to be sent by the PDA) 

and three outgoing messages (waiting to be retrieved) in boxes 618, 620, respectively. The various 

services* status is also displayed. As seen in Fig. 29, this subscriber's wireline registration is on, as 
IS seen in box 622. This registers the subscriber on a pankrular wireline telephone, seen in box 624. 

This registration will direct calls to this phone number. The status request also advises this 

subscriber about the status of the CallCommand and wireless messaging features, as seen in boxes 

626,628. 

Fig. 30 illustrates an exemplary screen if the subscriber clicks "Call Command" 610 
20 on the main nem (Fig. 28). If the subscriber cficks on "YES" 630, a screen such as Fig. 31 
appears. The screen includes a window 632 which shows the status of various received telephone 
calls. The status indkrates whether an incoming call was answered, forwarded to another number, 
was hung up before beiiig answered; unanswered; or forwarded to voice mail The phone number 
and receipt tine and date of each call are displayed The subscriber may save or delete any enU7 
25 the subscriber by clicking box 634 or 636, respectively. The subscriber may also connect or 
disconnect the CaDCommand service by clicking box 638, 640, respectively. 

Fig. 32 is an illustrative exanq>le of a screen if the subscriber selected "Wireless 
Messaging" 512 on the main nnenu (Fig 28). The subscriber will be connected to the wireless 
messaging service if "YES" 642 is clicked 
30 Fig. 33 is an example of a screen which may appear if the subscriber selected 

"Profile" 614 from the main menu (Fig. 28). If the subscriber selects "Fax" 644 from this screen, a 
screen such as that shown in Figure 34 may appear, whk:h albws the subscriber to enter a phone 
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number into box 646 to which faxes will be directed. Turning on e-mail screening activates both 
the subject and address screening. Subject screening takes priority over address screening 
parameters. 

If the subscriber selected "e-mail" 648 on the screen Fig. 33, a screen such seen in 
5 Fig. 35 appears. The subscriber can select where e-mail messages should be delivered (destination 
screening) 650» where notification of e-mail receipt should be delivered (notification screening) 
652, whether messages should be screened at all 654 and, if so, how they should be screened 656, 
658. 

The destination 650 allows the subscriber to select destinations for incoming e- 

10 mail Messages that satisfy the screening requirement may be sent to two destinations (match A, 
match B). As shown in this illustrative example, e-mail received which match the subscriber's 
preprogrammed screening criteria arc to be delivered only to a wireline e-mail such as the 
subscriber's personal computer at the office, because nuitch A 660 and match B 662 designate The 
same destination. All received e-mail nnessages which do not meet either criteria ("not matched' ) 

15 are sent to a selected fax machine 664, for example, the &x machine at the subscriber's office. 

The subscriber also indicates where notification of a received e-mail should be sent 
652. Notifcation for all e-mail messages meeting the screening requirement should be sent to a 
selected fax machine 666. The PQ network will select information about the e-mail origination 
such as the author, recqjient, and subject matter and convert it to a facsimile format and send the 

20 ncssage to a fax machine. Notification of all e-mail that does not meet the screening criteria are 
sent to a pager 668. The PQ network wiU take the originating message iofoimatbn and turn it 
into alphanumerk: informatwn according to the TAP inotocol and send it to the subscriber's pager. 
If the screening optk>n is turned off, notificatbn of all mcoming e-mail is sent to vok:email 670. 
The pa network wflil convert the originatfon information from text to synthesized speech and send 

25 the information to a selected voice mailbox. 

The tiserniay also select whetl» to screen incoming e-nnaiinoessages at ^ If 
the screening is on, the user may screen e-nnaii based on the originating address 656 or subject 
matter 6S8. 

Fig. 36 is an illustrative screen which the subscrS)er may use to edit e-mail 
30 screening according to address by clk:king box 656 (Fig. 35). The subscriber may input new e-mail 
addressees into box 672 and add them to a list by clicking a box 674 or select addresses already 
entered to be inchided in a screening criteria as seen in box 676. For example, the user may want 
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e-mail messages originating from the foUowing addresses to be routed according to the screening 
criteria: cclstanp, cc!rizzo» and ccirupin. E-mail messages originating from these addresses will be 
routed and notified according to the criteria selected on the screen illustrated in Fig. 35. 

If the user selected to edit the "subject" a screening criteria based on "subjects ' by 

5 clicking box 658 (Fig. 35), a screen such as that illustrated in Fig. 37 is presented. The user may 
type in to boxes 678 particular subjects which should be routed according to a screening criteria. 
The subject will search the incoming e-mail origination information to determine the subject of the 
e-maiL Subjects may include "urgent", "personal", the name of a client or project, etc. 

If the subscriber viewing the "profife menu" {Fig. 33) clicked "voice mail" 680. a 

10 screen such as that illustrated in Fig. 38 is presented. The subscriber can type into a box 682 in the 
destination voice mail system phone number. The subscriber may also select notification based on 
certain screening criteria 684. If the incoming woke mail nriessage matches the screening criteria, 
the subscriber has selected to be notified by a message sent to the PDA 686. If the voice mail 
message does not match a screening parameter, the subscriber has selected to not be notified 688. 

15 If the screening option is turned o£r, the subscriber has deckled to not be notified of any voice mail 
messages 690. 

The user has the option of turning the screening on or off 692. If the screening is 
ont the messages are screened by caller 694. If the user deckles to screen by caller by clicking box 
694, a screen such as iUustrated in Fig. 39 is displayed. The user may type into boxes 696 certain 
20 incoming phone nunter whk:h meet the screening parameters. 

If the subscriber viewmg the ''profile noenu" (Fig. 33) clicked "Call Conunand", 698 
a screen such as illustrated in Fig. 40 is displayed. The subscriber may type in a box 700 a wkeline 
registratk>n telephone nunter, whch is a number to whkdi incoming calls may be forwarded. The 
subscriber has the optk>n to edit screening criteria phone numbers or to edit reply messages to be 
25 sent to the caller. 

If the subscrfl)er wishes to edit forwarding call numbers box 702 is cUcked and a 
screen such as illustrated in Fig. 41 isdisplayed. The user may type into boxes 704 or select certain 
phone numbers which are to be forwarded to apreselected phone number if screening is on. 

If the subscriber vktwing the "Call Command" screen (Fig. 39) clk:ked "edit 
30 messages" 706^ a screen such as illustrated in Fig. 42 is displayed The user may con^sose a unique 
message in box 708 or edit one already on a list shown in box 7 10. 
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If the subscriber has connected the Call Command and an incoming call is received, 
a screen such as that illustrated in Fig. 43 is displayed. This screen displays in a box 712 the 
number from which the incoming call originates. The user has the option of sending a message and 
forwarding the call by clicking box 714, forwarding the call without a message by clicking box 716, 
5 sending a message and not forwarding the call by clicking box 7 18, or routing the call to voice mail 
by clicking box 720. 

If either the "message and forward" or "forward" 716 option is selected, a screen 
such as that illustrated in Fig: 44 is displayed. This allows the subscriber to select one of several 
the preselected phone numbers 722-728 to forward, or select another phone number, such as a 
10 nearby telephore to whkh the call is to be forwarded. This phone number may be typed into a box 
730. 

If the user selected the "naessage and forward" 714 or "n^ssage only" 718 
selections, a screen such as that shown in Fig. 45 is displayed This aUows the subscriber to type in 
a message into a box 732 or select a predetermined message shown in box 4134 to be sent to the 

15 incoming caller. This message is sent by wireless commumcations to the PCI network where the 
ISP converts the message into synthesized speech and plays it for the caller. For example, if the 
subscriber desires to call back the incoming calter as soon as possible, the message "will call b^k 
ASAP" is selected. This message is transmitted from the PDA by wireless commumcations to the 
PQ network. The ISP will receive the message and convert it to synthesize speech and send the 

20 synthesize speech message to the incoming caller. 

DC. Mm 

BiDing operatk>ns is si^>ported by an Automauc Message Accounting Network 
Functioit The automatk: network accouming measures, collects, formats and outputs network 
25 usage iiifi3nnatk>& to tq)stream billing and other operatk>n £^lication and senoce purposes. 
Preferably, automatk message accounting data is collected at various stages of servoce ffows across 
network equipment and servkxs. 
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A system has been described which enables a wireless PDA user to remotely 
control a large number of messaging and call handling options. 
5 While the invention has been described by the reference to specific embodiments, 

this was for purposes of illustration only and should not be construed to limit the spirit or the scope 
of the invention. 
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We claim: 

I. A personal communication internetworking for sending and receiving wireless and wireline 
messages: 

( 1 ) a server, including: 

5 (a) a message transfer agent interfaced with at least one wireline data network; 

(b) a wireless data network protocol handler connected to the message transfer 
agent and interfacing with at least one wireless uata network; 

(c) a mobility controller, including 

i. a subscriber profile cache; 
10 ii. a message router responsive to message routing paranneters in the 

subscriber profile; 

iil an interface connected to exchange message routing parameters 
between the subscriber profile and tte at least one wireless network; 

iv. an interface connected to exchange message routing parameters 
1 5 between the subscriber profile and a personal conmiunicatk>n control point; and 

v. an interface with at least one of a tele{^ne network, an 
alphanumeric pager network, and a voice peripheral; and 

(2) the personal communication control point connected to the server, including: 

(a) a first inter£Etce connected to exchange DTMF message routing 
20 parameter signals with the server, 

(b) a second interface connected to exchange generic data nnessage 

routing parameter signals with the server, 

(c) a subscriber profile connected to receive and maintain message 

routing parameters; and 

25 (d) a call processor connected between the subscriber profiUe and the 

first and second interfaces. 

2. The personal conamunicatk)n internetworking of claim 1, wherein the internetworking is 
buih on an Advanced Intelligent Network architecture, the server is an Intelligent Per^heral, and 
30 the control point is a Service Control Point. 
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3 The personal conmmnication internetworking of claim 1, further including a personal 
digital assistant having a wireless data network interface connected to exchange message routing 
parameters and an applicatbn designed to communicate with the interface to receive, update, and 
transmit the message routing parameters. 

5 

4. The personal communication internetworking of claim 1, wherein the server funher 
comprises: 

a message converter connected to receive firom an interface a message in a first format and 
output to another interfece the message in second format. 

10 

5, A method for personal communications intemetworidng» comprising the steps of: 

(a) storing a subscriber profile containing message routing commands for a subscriber; 

(b) receiving any of an electroruc mail, a facsimile, and a voice mail message addressed 
to the subscriber fipom eitter of a wireless and a wireline network; 

15 (c) consulting the subscriber profile for instructions for routing the received message; 

and 

(d) routing the received message to any of a wireless or wireline network according to 
the insuiictions in the subscriber profile. 

20 6. The method of claim 5, furtbo: con^msing the step of converting the received message into 
a diflfeient format if the subscribCT prafik instructs routing the received message in the different 
format. 

7. The nsthod of claim 5» fiirther comprising the step of remotely updating the routing 
25 noTr mfltirk \n rte nihscfiher profile via one of a wireless and a wireline data networks 

8. The rr£thod of claim 5, whmin the received noessage is addressed to a single subscriber 
telephone number regardless of format. 

30 9. The rr«thod of claim 5, farther comprising the step of sending a message notifying the 
subscriber of the received noessage. 
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10. A mthod for routing incoming tekphone calls, comprising the steps of: 

(a) storing a subscriber profile containing telephone, routing, and screening parameters 
including at least one of incoming telephone caU origin, time of day, and day of week; 

(b) receiving a telephone call directed to the subscriber; 

5 (c) consulting the subscriber profile to determine where to route the received 

telephone call; and 

(d) routing the telephone call according to the subscriber profile. 

11. The method of claim 10, further comprising the step of remotely updating the subscriber 
1 0 profile via a wireless data networie. 

12. The nKtbod of claim 10, further comprising the step of remotely updating the subscriber 
profile via either a wireless and a wireline telephone network. 

15 13. The n^tbod of claim 10, fiirther comprising the steps of: 

(a) if the subscriber profile so insmicts, notifying the subscriber of tte received 
telephone call via a wireless data network message; and 

(b) the subscriber selecting one of* 

(i) forwarding the call to a subscriber selected telephone number; 

20 (ii) selecting a text message to be transmitted over the wireless data network 

and converted into synthesized speech and played to the incoming telephone call; and 

(iii) forwarding the call and selecting a text message. 
14. A communication s^aratus, comprising: 
a personal communications internetworking: 
25 (i) having a number of subscribers, each subscriber having a single address 

to which all incoming communications are addressed; 

(ii) being coiuiected to receive and transmit conununications from a 
plurality of wireless and wireline communicadons netwcnks; 

(iii) having a profde configured to store communication forwarding options 

30 for each subscriber, and 

(iv) having a communication router connected to receive the received 
communicadons from the plurality of wireless and wireline networks and being responsive to 
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the profile for transmitting the received communications according to the stored 
communication forwarding options. 

15. The communications apparatus of claim 14, wherein the conununication information 
includes incoming communication delivery and outgoing communication origination 
information. 

16. The conununication apparatus of claim 14, wherein the profile is connected to receive 
and store revised communication forwarding options from a subscriber. 

17. The conraiunication. apparatus of claim 16, wherein the profile is connected to receive 
the revised conmiunication forwarding options from one of a wireless and a wireline network. 

18. The conununication apparatus of claim 17, wherein the profile is connected to receive 
revised conununication forwarding options in the form of dual tone modulated frequency 
signals from a telephone. 

19. The communication apparatus of claim 17, wherein the profile is connected to receive 
revised conununication forwarding options in the form of generic data messages from a 
generic data interface* 

20. The conununication apparatus of claim 14, wherein the single address is a telephone 
number 

21 . The communication apparatus of claim 14, wherein the conununications include at 
least one of telephone, pager, facsimile, voice mail, and electronic text conununications. 

22. The communication apparatus of claim 14, wherein the conununication router further 
includes a media format translation device configuied to translate a received conununication 
into a different conununication medium for transmission. 

23. The conununication apparatus of claim 14, wherein the profile further stores cross- 
media notification information and the personal conununications intemetworking further 
includes a cross-media notification device responsive to the received conmiunication received 
on one of the plurality of wireless and wireline communications networks, and to the profile, 
and being configured to transmit in a first preselected medium a notification signal indicating 
receipt of the received communication. 

24. The conununicadon ^paratus of claim 23, wherein the cross-media notification 
information includes a second preselected medium and, when the first preselected medium is 
not available, the cross-media notification device transmits in the second predetermined 
medium the notification signal indicating receipt of the received conununication. 
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25. The communication apparatus of claim 14, wherein the profile further includes 
received communication screening information and the conununication router is further 
responsive to the screening information. 

26. The communication apparatus of claim 25, wherein the received communication 

5 screening information includes information to screen conununications based on at least one of 
a received communication's media type, time of day received* day of week received, origin, 
and sender. 

27. The conununication apparatus of claim 14, further including a server connected to the 
profile. 

10 28. The conununication apparatus of claim 27, wherein the server includes a call 
processor. 

29. The conununication apparatus of claim 28, wherein the call processor comprises a 
plurality of interconnected computers. 

30. The communication apparatus of claim 28, wherein the call processor includes an 
IS interface with at least one of the profile, a wireless data network, an alphanimieric paging 

network, a telephone network switch, and a voice peripheral. 

31. The conmiunication apparatus of claim 30, wherein the voice peripheral includes a 
tcxt-to-speech converter. 

32. The communication apparatus of claim 28, wherein the call processor further includes 
20 a service profile cache which contains a subset of information stored in the profile, which 

subset of infonnaticm is curtendy firequently needed. 

33. The communication netwoA of claim 27, wherein the server further includes a data 
messaging periphml. 

34. The communication device of claim 33, wherein tte data messaging peripheral 
25 includes an interface with at least one electronic messaging network. 

35. The apparatus of claim 14, wherein the inten^working is built on an Advanced 
Intelligent Network architecture. 

36. The apparatus of claim 14, wherein the internetworking is a network adjunct. 

37. The cormnunication device of claim 14, wherein the communication router further 
30 comprises an audio messaging interface specification analog protocol connected to a public 

telephone network. 
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38 The communication device of claim 14, wherein the communication router further 
comprises an audio" messaging interface specification digital protocol connected to at least one 
of a modem, a private line, and an integrated signalling digital network basic rate interface. 

39. The communication device of claim 14, wherein the communication router further 

5 comprises at least one of an analog line connected to a public switched telephone network, a 
private line, and an integrated signalling digital network. 

40. The method of claim 7, wherein the step of updating is done via a wireless network 
and further includes: 

a. transmitting a data request from a terminal over a wireless network to the profile; 
jQ 5 transmitdng the requested data from the profile over the wireless network to the 

teiminal; 

c. updating the routing conunands at the terminal; 

d. transmitting the updated routing commands over the wireless network to the 
profile; and 

15 e. storing the updated routing conunands in the profile. 

4 1 . The method of claim 40, further including after the step of transmitting the 
updated routing commands: 

a. generating an update acknowledgement signal; and 

b. transmitting the update acknowledgement signal over the wireless network to the 
20 terminal* 

42. The method of claim 9, wherein the step of sending a nwssage further includes 
notifying the subscriber of a received telephone call. 

43. The method of claim 42. further including after the step of notifying, the step of 
. selecting any one of : 

25 a. forwarding the telephone call to a selected telephone number, 

b. selecting a text message to be transmitted over the wireless data network and 
converting the text message into synthesized speech and played to the incoming telephone 
caL^^and 

c. forwarding the call and selecting a text message. 

30 44. The method of claim 42, further including the step of remotely updating the subscriber 
profile via either one of a wireless and a wireline telephone network. 
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45 . The method of claim 44, wherein the step of updating includes using DTMF signals to 
update the subscriber profile and storing the updated profile. 

46. The method of claim 44, further including after the step of updating: 

a. generating an update acknowledgement signal; and 
5 b. transmitting the update acknowledgement signal over the telephone network. 

47. The method of claim 5, further including delivering a single message according to a 
disuibution list stored in the subscriber profile, the distribution list instructing the message to 
be delivered to a plurality of addresses via one of an electronic mail and a facsimile format. 

48. The method of claim 5, wherein the step of receiving a voice mail message 
10 addressed to the subscriber further includes the steps of: 

a. receiving from an originating voice mail system voice mail information including 
identification information; 

b. extracting the identification information from the message to determine the origin 
of the voice mail message; 

15 c . the step of consulting further comprising detemuning if the identification of the 

originator indicates that the originator is also the subscriber, 

d. if the originator is the subscriber, the step of routing further comprises the steps 

of: 

i. not forwarding the voice mail message to the communication network; and 
20 ii. extractiiig header information firom the identification information and 

transmitting a notification to the subscribe containing the header information; 

e. if the originator is not the subscriber, the step of routing further includes the steps 

of: 

i. if the message exceeds a predetennined length, rejecting the message; and 
25 iL if the message is less than or equal to the predetermined length, the 

communication router accepting the message; and 

f the step of routing the received message further includes routing the voice mail 
message according to roudng instructions in the profile. 

49. The method of claim 48, wherein before the step of routmg, the step of translating the 
30 voice mail message from analog fmnat into a digital format. 

50. The method of claim 48, wherein before the step of routing, the step of translating the 
voice mail message from a digital format into an analog format. 
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5 1 The personal communication internetworking of claim I , wherein the internetworking 
is a network adjunct. 
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